
		
			
				Altynbek Zhunusov

				Eldar Yerzhanov

				Gulnaz Alibekova

				Ismail Gesen

				Nurbol Aidarbayev 

				Yerzhan Shaniyev

				INFORMATICS

				Grade 10

				1ST EDITION

				Astana 2019

				
					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

					
						[image: ]
					

				

			

		

	
		
			
				UDC 373.167.1

				LBC 31.81 я 72

				I 60

					A. Zhunusov

					INFORMATICS, Grade 10: Textbook/ Altynbek Zhunusov, Eldar Yerzhanov,

				I 60	Gulnaz Alibekova, Ismail Gesen, Nurbol Aidarbayev, Yerzhan Shaniyev

					– Almaty: Астана-кітап, 2019. - 132 p.

					ISBN 978-601-7821-51-7

					UDC 373.167.1

					LBC 31.81 я 72

				Copyright notice

				ISBN 978-601-7821-51-7	© Астана-кітап, 2019

				All Rights Reserved

			

		

	
		
			[image: ]
		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				PREFACE

			

		

		
			
				Natural science is an exciting and very useful subject. This textbook will show you all the beauty of it and will help you become true explorers. The main aim of this book is to answer the fundamental question: “What is science and what is its importance in our life?” 

				Starting from the first pages, you will realise that this textbook is completely different from any other usual textbook full of theoretical passages and formulas. Every chapter contains useful information, curious facts, tasks for individual and group work. You will also learn how to conduct research and experiments yourselves, search for information, make your own discoveries. 

				One more valuable feature of this textbook is the language. Every sentence has been carefully chosen so that it is not difficult for you to understand science in the English language. This textbook will not only help you improve your English, but it will also make you a part of a big international science community. 

				Please pay attention to the structure of this textbook. Remember: a textbook is no longer the only source of information in the modern world. With the help of carefully selected tasks, you are going to learn such important skills as critical thinking, problem solving, information analysis, creativity, imagination, teamwork, digital literacy etc.

				 

				If you have any questions, suggestions or ideas regarding the contents of this book, please feel free to contact us:

				|	via email:  admin@astanakitap.kz 

				|	via telegram app:	 @astanakitap

				Best regards,,

				team of authors, “Астана-кітап”
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				Network components 

			

		

		
			
				1.1

			

		

		
			
				A modem connects to the Internet through an Internet Service Provider (ISP) (Figure 1). There are three basic types of modems. Modems convert a computer’s digital data into a format that can be transmitted on the ISP’s network. An analog modem converts digital data to analog signals for transmission over analog phone lines. A digital subscriber line (DSL) modem connects a user’s network directly to the digital infrastructure of the phone company. A cable modem connects the user’s network to a cable service provider, which typically uses a hybrid fiber coax (HFC) network.

			

		

		
			
				Modems

			

		

		
			
				Hubs receive data on one port and then send it out to all other ports. A hub extends the reach of a network because it regenerates the electrical signal. Hubs can also connect to another networking device, such as a switch or router, which connects to other sections of the network.

				Hubs are used less often today because of the effectiveness and low cost of switches. 

			

		

		
			
				Hubs

			

		

		
			
				A switch microsegments a LAN. Microsegmenting means that switches filter and segment network traffic by sending data only to the device to which it is sent. This provides higher dedicated bandwidth to each device on the network. If there is only one device attached to each port on a switch it operates in Full-Duplex mode. This is not the case with a hub. When PC-A sends a job to the printer, only the printer receives the traffic. Switches use MAC addresses to forward traffic within a single network.

			

		

		
			
				Switches

			

		

		
			
				describe the purpose of net-work components (modem, routers, switches...).
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					What is the physical part of a network?

				

			

			
				[image: ]
			

		

		
			[image: ]
		

		
			
				Figure 2. Network connection
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				Figure 1. Modem
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					Which network device regenerates the data signal without segmenting the network?

					What is the difference between the Hubs, Bridges, and Switches?

					How does Firewall work?
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						Literacy
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				Wireless access points provide network access to wireless devices, such as laptops and tablets. The wireless access point uses radio waves to communicate with the wireless NIC in the devices and other wireless access points. An access point has a limited range of coverage. Large networks require several access points to provide adequate wireless coverage. A wireless access point provides connectivity only to the network, while a wireless router provides additional features.

			

		

		
			
				Wireless Access Points

			

		

		
			
				Routers connect networks. Routers use IP addresses to forward traffic to other networks. A router can be a computer with special network software installed or a device built by network equipment manufacturers. In larger networks, routers connect to switches, which then connect to LANs. The router serves as the gateway to outside networks.

			

		

		
			
				Routers

			

		

		
			
				An integrated router also serves as a hardware firewall. Hardware firewalls protect data and equipment on a network from unauthorized access. A hardware firewall resides between two or more networks. It does not use the resources of the computers it is protecting, so there is no impact on processing performance. 

				Firewalls use various techniques for determining what is permitted or denied access to a network segment, such as an Access Control List (ACL). This list is a file that the router uses which contains rules about data traffic between networks. Considerations when selecting a hardware firewall include:

				Space - Freestanding and uses dedicated hardware

				Cost - Initial cost of hardware and software updates can be costly

				Number of computers - Multiple computers can be protected

				Performance requirements - Little impact on computer performance

			

		

		
			
				Hardware Firewalls
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				Activity

			

		

		
			
				Match each device to a description.

			

		

		
			
				
					Firewall

				

			

			
				
					Uses IP addresses to forward traffic to other networks.

				

			

		

		
			
				
					Router

				

			

			
				
					Resides between two or more networks and protect data and equipment on a network from unauthorized access.

				

			

		

		
			
				
					Modem

				

			

			
				
					Filters and segments network traffic by sending data only to the device to which it sends.

				

			

		

		
			
				
					Switch

				

			

			
				
					Provides network access to the device that use radio waves to communicate with other devices.

				

			

		

		
			
				
					Hub

				

			

			
				
					Converts a computer’s digital data into a format that can be transmitted on the IPS' network.

				

			

		

		
			
				
					Wireless Access Point

				

			

			
				
					Receive data on the port and sends it out to all the ports.
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				Cables and connectors 

			

		

		
			
				1.2

			

		

		
			
				Coaxial cable is usually constructed of either copper or aluminum. It is used by both cable television companies and satellite communication systems.

				Coaxial cable (or coax) carries data in the form of electrical signals. It provides improved shielding compared to unshielded twisted-pair (UTP), so it has a higher signal-to-noise ratio and can, therefore, carry more data. However, twisted-pair cabling has replaced coax in LANs because, when compared to UTP, coax is physically harder to install, more expensive, and harder to troubleshoot. 

				Coaxial cable has no specific maximum bandwidth. The type of signalling technology used determines the speed and limiting factors.

			

		

		
			
				Twisted-pair is a type of copper cabling used for telephone communications and most Ethernet networks. The pair is twisted to provide protection against crosstalk, which is the noise generated by adjacent pairs of wires in the cable. Unshielded twisted-pair (UTP) cabling is the most common variety of twisted-pair cabling. 

				UTP cable consists of four pairs of color-coded wires that have been twisted together and then encased in a flexible plastic sheath that protects from minor physical damage. 

				There is also a thin nylon cord (Drane wire) within the cable which, when pulled backward along the length of the cable, will slice the jacket. This is the preferred method to access the wire pairs. It prevents nicking or cutting any of the wires in the cable.

				UTP cables are terminated with an RJ-45 connector and plug into RJ-45 sockets. 

			

		

		
			
				Optical fiber is composed of two kinds of glass (core and cladding) and a protective outer shield (jacket). 

				Because it uses light to transmit signals, fiber-optic cable is not affected by electromagnetic interference (EMI) or radio-frequency interference (RFI). All signals are converted to light pulses as they enter the cable, and converted back into electrical signals when they leave it. This means that fiber-optic cable can deliver signals that are clearer, can go farther, 

			

		

		
			
				Coaxial Cables

			

		

		
			
				Twisted-Pair Cables

			

		

		
			
				Fiber-Optic Cables

			

		

		
			
				A wide variety of networking cables are available. Coaxial and twisted-pair cables use electrical signals over copper to transmit data. Fiber-optic cables use light signals to transmit data. These cables differ in bandwidth, size, and cost. 

			

		

		
			
				describe network cable types.
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				How does network devices connect between each other?
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					Figure 1. Coaxial cable
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				Figure 2. Twisted-Pair cable

			

		

		
			
				Figure 3. Fiber-Optic cable

			

		

		
			[image: ]
		

	
		
			
				11

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				and have greater bandwidth than cable made of copper or other metals. Although the optical fiber is very thin and susceptible to sharp bends, the properties of the core and cladding make it very strong. Optical fiber is durable and is deployed in harsh environmental conditions in networks all around the world.

			

		

		
			
				Fiber-optic cables are broadly classified into two types:

			

		

		
			
				
					Multimode fiber (MMF) -

					Consists of a larger core and uses LED emitters to send light pulses. Specifically, light from an LED enters the multimode fiber at different angles. Popular in LANs because they can be powered by low-cost LEDs. It provides bandwidth up to 10 Gb/s over link lengths of up to 550 meters.

				

			

			
				
					Single-mode fiber (SMF) - 

					Consists of a very small core and uses laser technology to send a single ray of light. Popular in long-distance situations spanning hundreds of kilometers, such as those required in long haul telephony and cable TV applications.

				

			

		

		
			[image: ]
		

		
			
				How data transmitted inside network cables? 

				What is the difference between network cables? And what they have in common?

				Which type of network cables is the fastest?
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					Literacy
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					Activity

				

			

			
				
					Here are several types of connectors. Your job is to find out which cables they are connecting and their purpose.

				

			

			
				
					LC Connectors

				

			

			
				
					N - type connector

				

			

			
				
					RJ - 11 connector

				

			

			
				
					RJ - 45 connector

				

			

			
				
					BNC connector

				

			

			
				
					SC Connectors
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					Stright - Tip (ST)

					 Connectors

				

			

			
				
					F - type connector

				

			

			
				
					Duplex Multimode 

					Connectors
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				Network Addressing

			

		

		
			
				1.3

			

		

		
			
				The fingerprint and addressed letters (Figure 1) are two ways of identifying a person. A person's fingerprints usually do not change. They provide a way to physically identify people. The mailing address of a person can change, as it relates to where the person lives or picks up the mail. 

				Devices that are attached to a network have two addresses that are similar to a person’s fingerprints and a person’s mailing address. These two types of addresses are the Media Access Control (MAC) address and the Internet Protocol (IP) address. The MAC address is hard-coded onto the network interface card (NIC) by the manufacturer. The address stays with the device regardless of what network the device is connected. A MAC address is 48 bits and can be represented in one of the three hexadecimal formats.

			

		

		
			
				Today, it is common for a computer to have two versions of IP addresses. In the early 1990s, there was a concern about running out of IPv4 network addresses. The Internet Engineering Task Force (IETF) began to look for a replacement. This led to the development of what is now known as IP version 6 (IPv6). Currently, IPv6 is operating alongside and is beginning to replace IPv4. An IPv4 address is 32 bits long and is represented in dotted decimal. An IPv6 address is 128 bits long and is represented in hexadecimal. Figure 1 shows examples of IPv4 and IPv6 addresses.

				IP addressing is assigned by network administrators based on the location within the network. When a device moves from one network to another, its IP address will most likely change. 

				To get information about IP address and MAC address write "ipconfig/all" command in command line on Windows and "ifconfig" in terminal on Linux or MacOS. 

			

		

		
			
				When a host is configured with an IPv4 address, it is entered in dotted decimal format. Imagine if you had to enter the 32-bit binary equivalent. The address 192.168.200.8 would be entered as 11000000101010001100100000001000. If just one bit were mistyped, the address would be different. The device then might not be able to communicate on the network.

				Each number separated by a period is called an octet because it represents 8 bits. Therefore, the address 192.168.200.8 has four octets. Each bit in an octet can be either a 1 (on) or a 0 (off). Also, each bit in an octet represents a value. The rightmost bit represents a 1. Each bit to its left is doubled so that the leftmost bit represents 128. 

			

		

		
			
				IP Addresses

			

		

		
			
				IPv4 Address Format

			

		

		
			
				describe network cable types.
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				People use home addresses, phone numbers, and email ad-dresses to receive and send information. What about computers? How do they interact with each other?
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				Figure 1. Mail-box and fingerprint
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				Figure 2. IPv4 vs IPv6
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				In a network with a small number of hosts, it is easy to manually configure each device with the proper IP address. A network administrator who understands IP addressing should assign the addresses and should know how to choose a valid address for a particular network. The IP address that is assigned is unique for each host within the same network or subnet. This is known as a static IP address. 

				To configure a static IP address on a host, go to the TCP/IPv4 Properties window of the NIC. You can assign the following IP address configuration information to a host: 

				IP address - identifies the computer on the network;

				Subnet mask - is used to identify the network on which the computer is connected; 

				Default gateway - identifies the device that the computer uses to access the Internet or another network;

				Optional values - such as the preferred Domain Name System (DNS) server address and the alternate DNS server address.

			

		

		
			
				IPv6 addressing will eventually replace IPv4 addressing. IPv6 overcomes the limitations of IPv4 and is a powerful enhancement with features that better suit current and foreseeable network demands. The 32-bit IPv4 address space provides approximately 4,294,967,296 unique addresses. IPv6 address space provides 340,282,366,920,938,463,463,374,607,431,768,211,456 addresses, or 340 undecillion addresses, which is roughly equivalent to every grain of sand on Earth. 

			

		

		
			
				If more than a few computers are a part of the LAN, manually configuring IP addresses for every host on the network can be time-consuming and prone to errors. A DHCP server automatically assigns IP addresses, which simplifies the addressing process. 

				A computer can be configured to accept an IP address from a DHCP server by selecting the Obtain an IP address automatically option in the NIC configuration window. 

				A DHCP server can automatically assign the following IP address configuration information to a host: 

				IP address;

				Subnet mask;

				Default gateway;

				Optional values, such as a DNS server address.

			

		

		
			
				Number of IPv6 Addresses

			

		

		
			
				Dynamic Addressing
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					Practice 
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					Get information about your IP address and MAC address.

					Change your IP address and try to reconnect to a network.

					Open "command prompt" and type there "ping <ip address>" command. (instead of <ip address> use the IP address of your friend or name of any website. Search the internet to get information about "ping" command.

					Try "pathping" command as in the previous task. Search the internet to get information about it.
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					How to check the IP address of a computer?

					What is the function of the DHCP server?

					What is the difference between IPv4 and IPv6?
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						Literacy
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				1.4

			

		

		
			
				Domain name system (DNS)

			

		

		
			
				The Domain Name System (DNS) is the phonebook of the Internet. People access information online through domain names, like astanakitap.kz or egov.kz. Web browsers interact through Internet Protocol (IP) addresses. DNS translates domain names to IP addresses so browsers can load Internet resources.

				Each device connected to the Internet has a unique IP address which other machines use to find the device. DNS servers eliminate the need for people to memorize IP addresses such as 192.168.1.1 (in IPv4), or more complex newer alphanumeric IP addresses such as 2400:cb00:2048:1::c629:d7a2 (in IPv6).

			

		

		
			
				The process of DNS resolution involves converting a hostname (such as www.example.com) into a computer-friendly IP address (such as 192.168.1.1). An IP address is given to each device on the Internet, and that address is necessary to find the appropriate Internet device - like a street address is used to find a particular home. When a user wants to load a webpage, a translation must occur between what a user types into their web browser (example.com) and the machine-friendly address necessary to locate the example.com webpage.

				In order to understand the process behind the DNS resolution, it’s important to learn about the different hardware components a DNS query must pass between. For the web browser, the DNS lookup occurs “ behind the scenes” and requires no interaction from the user’s computer apart from the initial request.

			

		

		
			
				To promote efficiency, servers can cache the answers they receive for a set amount of time. This allows them to respond more quickly the next time a request for the same lookup comes in. For example, if everyone in an office needs to access the same training video on a particular website on the same day, the local DNS server will ordinarily only have to resolve the name once, and then it can serve all the other requests out of its cache. The length of time the record is held -- the time to live -- is configurable; longer values decrease the load on servers, shorter values ensure the most accurate responses.

			

		

		
			
				DNS at work

			

		

		
			
				Web performance

			

		

		
			
				explain the purpose of the Domain Name System (DNS).
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				Try to guess what is DNS according to the word cloud.
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				For most situations, DNS is concerned with a domain name being translated into the appropriate IP address. To learn how this process works, it helps to follow the path of a DNS lookup as it travels from a web browser, through the DNS lookup process, and back again. Let's take a look at the steps.

			

		

		
			
				A user types ‘example.com’ into a web browser and the query travels into the Internet and is received by a DNS recursive resolver.

				The resolver then queries a DNS root nameserver (.).

				The root server then responds to the resolver with the address of a Top Level Domain (TLD) DNS server (such as .com or .net), which stores the information for its domains. When searching for example.com, our request is pointed toward the .com TLD.

				The resolver then makes a request to the .com TLD.

				The TLD server then responds with the IP address of the domain’s nameserver, example.com.

				Lastly, the recursive resolver sends a query to the domain’s nameserver.

				The IP address for example.com is then returned to the resolver from the nameserver.

				The DNS resolver then responds to the web browser with the IP address of the domain requested initially.

				Once the 8 steps of the DNS lookup have returned the IP address for example.com, the browser is able to make the request for the web page:

				The browser makes an HTTP request to the IP address.

				The server at that IP returns the webpage to be rendered in the browser.

			

		

		
			
				DNS lookup

			

		

		
			
				The 8 steps in a DNS lookup:
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				Activity

			

		

		
			
				Make a research about VPN. Answer the following questions:

				1. Where is used VPN?

				2. How does it work?

				3. What is the advantages and disadvantages of using VPN?

				4. What common have VPN and DNS?
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					What is the function of DNS?

					How does DNS work?

					How does DNS increase web performance?

					What are the steps in a DNS lookup?

					Why is DNS important?
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						Literacy
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				1.5

			

		

		
			
				The CIA Triad: Confidentiality, Integrity, Availability
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				- explain the meaning of the terms "information security", "integrity" and "accessibility".

			

		

		
			
				
					 

					What is CIA?
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					You will
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				The CIA triad is a guide for measures in information security. Information security influences how information technology is used. Information technologies are already widely used in organizations and homes. This condition means that organizations and homes are subject to information security issues. Thus, it is necessary for such organizations and households to apply information security measures. These measures should protect valuable information, such as proprietary information of businesses and personal or financial information of individual users. Information security teams use the CIA triad to develop security measures. The CIA triad shows the fundamental goals that must be included in information security measures. The CIA triad serves as a tool or guide for securing information systems and networks and related technological assets.

			

		

		
			
				The CIA triad is a model that shows the three main goals needed to achieve information security. While a wide variety of factors determine the security situation of information systems and networks, some factors stand out as the most significant. The assumption is that there are some factors that will always be important in information security. These factors are the goals of the CIA triad, as follows:

			

		

		
			
				Confidentiality

				Integrity

				Availability

				Confidentiality, integrity, and availability are the concepts most basic to information security. These concepts in the CIA triad must always be part of the core objectives of information security efforts.

			

		

		
			
				 Confidentiality – ensures that sensitive information is accessed only by an authorized person and kept away from those not authorized to possess them. It is implemented using security mechanisms such as usernames, passwords, access control lists (ACLs), and encryption. It is also common for information to be categorized according to the extent of damage that could be done should it fall into unintended hands. Security measures can then be implemented accordingly.

			

		

		
			
				What is the CIA Triad?
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					CIA

				

				
					Risks

				

				
					Controls

				

				
					Primary Focus

				

				
					Confidentiality

				

				
					Loss of privacy. Unauthorized access to information. Identity Theft

				

				
					Encryption, Authentication, Access controls

				

				
					Information Security

				

				
					Integrity

				

				
					Information is no longer reliable or accurate. Fraud

				

				
					Maker/Checker, Quality Assurance, Audit Logs 

				

				
					Operational Controls

				

				
					Availability

				

				
					Business disruption, Loss of customer confidence, Loss of revenue

				

			

		

		
			
				Integrity – ensures that information is in a format that is true and correct to its original purposes. The receiver of the information must have the information the creator intended him to have. The information can be edited by authorized persons only and remains in its original state when at rest. Integrity is implemented using a security mechanism such as data encryption and hashing. Note that the changes in data might also occur as a result of non-human-caused events such as an electromagnetic pulse (EMP) or server crash, so it’s important to have the backup procedure and redundant systems in place to ensure data integrity.

				Availability – ensures that information and resources are available to those who need them. It is implemented using methods such as hardware maintenance, software patching, and network optimization. Processes such as redundancy, failover, RAID and high-availability clusters are used to mitigate serious consequences when hardware issues do occur. Dedicated hardware devices can be used to guard against downtime and unreachable data due to malicious actions such as distributed denial-of-service (DDoS) attacks.
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				1. How to make a secure network?

				2. Why the CIA triad is so important? 
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					Literacy
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					Activity

				

			

		

		
			
				Work in pairs. Analyze the table and try to explain the given information. 

			

		

	
		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				18

			

		

		
			[image: ]
		

		
			
				Security measures when working on the network

			

		

		
			
				1.6

			

		

		
			
				Describe the most common mistakes users make online

				Learn about different types of malware and attacks

				Be more aware of the importance of being safe online

				Understand the significance of being restricted with personal data

			

		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				You will

			

		

		
			
				3. Careless administrators

			

		

		
			
				2. Phishing — targeting victims directly

			

		

		
			
				1. Insecure and publicly kept passwords
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				Global risks in 2018 by probability
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				Facts
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					1

				

				
					Extreme weather + Natural disasters

				

				
					2

				

				
					Cyber attacks + Data crime

				

				
					3

				

				
					Failure to counter climate change

				

			

		

		
			
				Source: WEF

			

		

		
			
				According to the World Economic Forum, Cyber attacks and Data crimes are among the leaders of global risks in each year by probability. For the first time in human history, a mouse click could disrupt global infrastructure. The greater our dependence on technology the more the internet of things expands the more vulnerable we are for cyber attacks.

				If a cyber-spy wants to launch a successful attack and protrude deeply into a system he needs lots of information — the more, the better. The deeper he gets into a network, the more information he can gather. And that, in turn, will help him launch an even deeper attack. 

				The greatest protection users can put up is being stingy (limited, restricted) with personal data and maintaining a healthy degree of secrecy. 

				Here are the most common mistakes users make that could open doors to hackers:

			

		

		
			
				The most common mistake people make is using the name of a pet or loved one, a street address or similar term that an attacker can quickly find out, as a password. Secure passwords contain letters, numbers and special characters. Common practice, still a bad idea: Writing the password onto a piece of paper and sticking it to the memo board behind your desk.

			

		

		
			
				An initial attack often involves a phishing email. These emails make a user open an attachment or click on a link, which then loads and activates the malware. Many phishing emails come in as spam and can be easily identified.

			

		

		
			
				Ambitious attackers want to get admin rights to control the entire system. Once they find an in, like the ID of a regular user, they may continue by looking at the company's directory on the intranet. Then, they can find out who the IT people are: names, phone numbers, email addresses. On Facebook or other social media platforms they may find out more: hobbies, preferences, personal information — may be the names of friends, family, and other colleagues. 
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				4. Sloppy server setup

			

		

		
			
				Many IT service providers are working under pressure to save time and money. If they receive a request to set up a server, they might leave the original access password of "1234" or "qwerty" in place for a later admin to change. But if the person taking over as admin is not a security expert, he may forget that.

			

		

		
			
				The operating system and all applications must be up-to-date to be secure. While anti-virus software is still important, it is not the first line of defense anymore. Today, the structural immunity of a system is more important. That includes the detection of suspicious activity which may or may not is linked to a virus. Good software will detect and intercept such activities, even if your anti-virus software did not detect the latest malware.

			

		

		
			
				5. Software is not up-to-date
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				Open your browser and go to https://egov.kz/cms/en 

				You will see the eGov system for government services (Figure 1)

				Look at the services for the citizenry and translate each word into your native language
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				Practice
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				Do Not Share Too Much on Social Media

				If you want to keep your privacy on social media, share as little information as possible. You should not share information like your birth date, email address, or your phone number on your profile. Do not fill out your social media profile completely, only provide the minimum required information. Furthermore, check your social media settings to allow only people you know to see your activities or engage in your conversations. The more personal information you share online, the easier it is for someone to create a profile about you and take advantage of you offline.
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				Keep in mind
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				Figure 1. eGov website
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				Authentication

			

		

		
			
				Look at the picture and discuss the famous fairy tales in the group.
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				1.7

			

		

		
			
				Describe the definition of authentication

				Explain the elements of an authentication system

				Describe the methods of authentication
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				You will

			

		

		
			
				Authentication (greek. aύθεντικός [authentikos] "real, genuine", αύτός [authos] "himself; he is") verification procedure, for example 

				user verification by comparing the password entered by him (for the specified login) with the password stored in the user login database;

				confirmation of the authenticity of the e-mail by verifying the digital signature of the letter using the public key of the sender;

				checking the checksum of the file against the amount claimed by the author of this file.

			

		

		
			
				In any authentication system, you can usually select several elements:

				subject who will go through the procedure

				characteristic of the subject - a distinctive feature

				the owner of the authentication system, responsible and controlling its work

				the authentication mechanism itself, that is, the principle of the system

				an access control mechanism that grants specific access rights to a subject
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				Since ancient times, people have faced a rather difficult task - to make sure that important messages are accurate. They came up with speech passwords, complex seals. The emergence of authentication methods using mechanical devices greatly simplified the task, for example, the usual lock and key were invented a long time ago. An example of an authentication system can be seen in the ancient tale "Ali Baba and the Forty Thieves." This tale is about treasures hidden in a cave. The cave was blocked by a stone. It was possible to move it away only with the help of a unique speech password: “Open sesame!”.

				Nowadays, due to the extensive development of network technologies, automatic authentication is used everywhere.
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				Facts
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				Elements of the authentication system

			

		

		
			
				
					Elements of the authentication

				

				
					Cave 40 Thieves

				

				
					Registration in the system

				

				
					ATM (bankomat)

				

				
					Subject

				

				
					Person who knows the password

				

				
					Authorized user

				

				
					Bank card holder

				

				
					Characteristic

				

				
					Password "Open sesame!"

				

				
					Secret password

				

				
					Bank card and personal identifier (PIN-code)

				

				
					The owner of the system

				

				
					40 Thieves

				

				
					The company that owns the system

				

				
					Bank

				

				
					The authentication mechanism

				

				
					Magic device that responds to words

				

				
					Password checking software

				

				
					Software verifying the card and personal identifier

				

				
					An access control mechanism

				

				
					The mechanism for removing the stone from the cave entrance

				

				
					Registration process, access control

				

				
					Permission to perform banking activities
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					What is authentication techniques?

					Which methods of authentication do you know?

					What is the difference between authentication and authorization?
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					Literacy

				

			

		

		
			
				Authentication is required when accessing Internet services such as:

			

		

		
			
				
					Email

					web forum

					social networks

					Internet banking

				

			

			
				
					payment systems

					corporate sites

					online shopping.

				

			

		

		
			
				The process of authorization is distinct from that of authentication. Whereas authentication is the process of verifying that "you are who you say you are", authorization is the process of verifying that "you are permitted to do what you are trying to do". A positive result of authentication is the authorization of the user, that is, the granting of access rights to the resources defined for his tasks. More formally, "to authorize" is to define an access policy. For example, a client showing proper identification credentials to a bank teller is asking to be authenticated that he really is the one whose identification he is showing. A client whose authentication request is approved becomes authorized to access the accounts of that account holder, but no others.

				Authentication Methods:

				Password authentication - usual login-password bind form of authentication. Login-password pair is stored in a special database

				Biometric authentication - methods based on measuring human biometric parameters. Examples of these methods are user identification systems based on fingerprints, iris patterns, ear shapes, handwriting, voice timbre, and even DNA.

				Electronic Signature authentication - using EDS (electronic digital signature)

				SMS authentication - using one-time authentication password obtained via SMS (Short Message Service).

				Authentication by geographic location - the proof of the authenticity of the remote user at his location. This mechanism is based on the use of a space navigation system, such as GPS

			

		

		
			
				Authentication vs Authorization

			

		

		
			
				
					Figure 1. Woman trying to authenticate herself using bank card and personal identifier (PIN-code) on the ATM.
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				Open your browser

				Input	https://idp.egov.kz/ to the address bar 

				You will see the egov system for government services

				You can see the four(4) methods of authentication that realized in eGov system:

				a) Authentication by password	(login/password)

				b) Authentication by electronic digital signature (EDS)

				c) Authentication by electronic digital signature on SIM (Subscriber Identification Module card)

				d) Authentication by SMS (one-time password)
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				Practice
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				Password authentication

			

		

		
			
				Look at the picture and discuss the famous fairy tales in the group.
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				1.8

			

		

		
			
				Explain user, username and account

				Explain the use of passwords

				Describe the ways for maintaining account policies

				Describe guidelines for strong passwords
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				You will

			

		

		
			
				A user is a person who uses and utilizes a computer or network service. A user has a user account and is identified to the system by a username (other terms for username include login name, screen name, nickname, and handle).

				A user's account allows a user to authenticate to a system. To log into an account, a user is required to authenticate oneself with a password or other credentials for the purposes of accounting, security, logging, and resource management.

				A password is a word or string of characters used for user authentication to gain access to a resource, which is to be kept a secret from those not allowed access. Passwords are generally short enough to be easily memorized and typed, although they may be longer and more complex if the user wishes to be more secure.

				Most organizations specify a password policy that sets requirements for the composition and usage of passwords, typically dictating the minimum length, required categories (e.g. upper and lower case, numbers, and special characters)

				For example, Windows-based systems use next password policies in account policies to enforce password requirements:

				Enforce password history - The user may reuse a password after 24 unique passwords have been saved.

				Maximum password age - The user must change the password after 90 days.

				Minimum password age - The user must wait one day before changing a password again. This prevents users from entering a different password 24 times in order to use a previous password again.

				Minimum password length - Must be at least 8 characters.

				Password must meet complexity requirements - Must contain three of the following four categories: uppercase letters, lowercase letters, numbers, and symbols.

				Store passwords using reversible encryption - Storing passwords using reversible encryption is essentially the same as storing plain text versions of the passwords.
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				Password guidelines are an important component of a security policy. Any user that must log on to a computer or connect to a network resource should be required to have a password. Passwords help prevent theft of data and malicious acts.

				When assigning passwords, the level of password control should match the level of protection required. Assign strong passwords whenever possible. The next table shows guidelines for creating strong passwords.

			

		

		
			
				Password examples
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					Why username-password pair of authentication is commonly used?

					Which tips can you say for strong passwords?

					What are the drawbacks of password guidelines?

				

			

			
				[image: ]
			

			
				
					[image: ]
				

				
					[image: ]
				

			

			
				
					Literacy
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					Calculate all possible combination of the password created by guidelines described below. Assume that 26 uppercase and lowercase English letters, 10 digits, 2 special symbols (! @) are allowed to use in the password policy. 

					Calculate the number terms for password with length 2 

					for password with length 5

					for password with length 8 
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					Practice

				

			

		

		
			
				
					Password characteristics

				

				
					Guideline

				

				
					Minimum length

				

				
					Use at least eight characters

				

				
					Complexity 

				

				
					Include letters, numbers, symbols, and punctuation. Use a variety of keys on the keyboard, not just common letters and characters

				

				
					Variety

				

				
					Use a different password for each site or computer that you use

				

				
					Expiration

				

				
					Passwords should be made to expire within an acceptable time period. The shorter the time period, the more secure the computer will be. Also, set a reminder to change the passwords you have for email, banking, and credit card websites on the average of every three to four months.

				

			

		

		
			
				
					OK

				

				
					Good

				

				
					Better

				

				
					password

				

				
					pa55word

				

				
					P@55w0rd

				

				
					opensesame

				

				
					open$e$ame

				

				
					Op3n$3$am3

				

				
					abracadabra

				

				
					Abracadabra

				

				
					Abr@c@d@br@
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					Tips for choosing a good password:

					Do not use dictionary words or names in any languages

					Do not use common misspellings of dictionary words

					Do not use computer names or account names

					If possible use special characters, such as ! @ # $ % ^ & * ( )

					Use a password with ten or more characters

					Strong and long passwords don’t have to be hard to remember
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					Keep in mind
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				Password authentication 2

			

		

		
			
				Look at the illustration made on https://xkcd.com/936/.

				The viral comic asserts that password written with typical requirements "Tr0ub4dor&3" take just three days to crack, while the long phrase "CorrectHorseBatteryStaple" could take 550 years with 1000 guesses per second, which have been verified by security researchers.

				According to illustration, what about memorability of terms?

			

		

		
			
				1.9

			

		

		
			
				Learn the weaknesses of password guidelines discussed in the previous lesson

				Describe the paraphrases

				Describe guidelines for strong passphrases
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				You will

			

		

		
			
				The global password strength guidelines discussed in the previous lesson was created by Bill Burr in 2003, while working as a manager at the National Institute of Standards and Technology (NIST), and published in the report reference for creating secure passwords, NIST Special Publication 800-63. The guide included two fundamental tips:

				The first is that passwords must have a combination of alphanumeric, uppercase and lowercase characters, and special characters.

				The second is that it should be changed every 90 days.

				 Since its publication, the guide became the foundation on which the creation of passwords is based. Numerous companies have made it an obligation and prohibit users from using passwords that do not meet these requirements. 

				In 2017, 72-year-old Burr confessed that these rules “drive people crazy”, “I'm sorry I came up with passwords that are impossible to remember. Much of what I did I now regret”.
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					Figure 1.
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					Which tips can you say for strong passphrases?

					What is the difference between old and new guidelines made by NIST?
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					Literacy
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					Tips in choosing a good passphrase:

					Choose a meaningful statement to you

					The longer the better

					Avoid common or famous statements, for example, lyrics from a popular song, quotation from literature, holy books, etc

					Easy to remember and type accurately

					Not reused between sites, applications, and other different sources.

					Add special characters, such as ! @ # $ % ^ & * ( )
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					Keep in mind
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				Recently, NIST published improved password guidelines. The new password guidelines are both easier to remember, and harder to guess. The key to a secure password is the use of compound phrases with words that we can easily remember, and only be forced to change them if there's been evidence of a security break-in.

			

		

		
			
				The solution

			

		

		
			
				A passphrase is a sequence of words used to control access to a computer system. A passphrase is similar to a password in usage but is generally longer. Passphrases are often used to control both access to, and operation of, cryptographic programs and systems, especially those that derive an encryption key from a passphrase. The origin of the term is by analogy with a password.

			

		

		
			
				What is passphrase?

			

		

		
			
				To prevent unauthorized physical access to your computing devices, use passphrases, rather than passwords. It is easier to create a long passphrase than a password because it is generally in the form of a sentence rather than a word. The longer length makes passphrases less vulnerable to dictionary or brute force attacks. Furthermore, a passphrase may be easier to remember, especially if you are required to change your password frequently. Here are some tips in choosing good passwords or passphrases:

			

		

		
			
				Use Passphrase Rather Than a Password

			

		

		
			
				8 characters minimum in length, but no more than 64 characters

				No common, easily guessed passwords, such as password, abc123

				No composition rules, such as having to include lowercase and uppercase letters and numbers

				Improve typing accuracy by allowing the user to see the password while typing

				All printing characters and spaces are allowed

				No password hints

				No periodical or arbitrary password expiration

				No knowledge-based authentication, such as information from shared secret questions, marketing data, transaction history

				Go to https://pages.nist.gov/ to learn more about the improved NIST password requirement.

			

		

		
			
				Summary of the new guidelines:

			

		

		
			
				Example of creating a good passphrase

			

		

		
			
				
					Passphrase

				

				
					Explanation

				

				
					Phrase

				

				
					The best of both worlds

				

				
					some famous idiom or phrase

				

				
					OK

				

				
					Thebestofbothworlds

				

				
					simply writing phrase without spaces

				

				
					Good

				

				
					The3best4of2both4worlds6

				

				
					instead of spaces, number of the letters in the previous word inserted
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				Biometric Authentication 2

			

		

		
			
				1.10

			

		

		
			
				Explain the use of biometrics for authentication 

				Describe the most used biometric parameters and systems 

				Compare biometrics authentication with other methods
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				You will

			

		

		
			
				Biometric authentication is a method based on measuring human biometric parameters or behavioral characteristics. Examples of the implementation of these methods are systems based on iris patterns, fingerprints, ear shapes, infrared capillary vessels, handwriting, voice timbre, and even DNA.

			

		

		
			
				Fingerprints are the tiny ridges and patterns on every finger that we have. These friction ridges are present on our fingertips, palms, toes, and soles. Fingerprints are completely unique to every individual person. The pattern is encoded at the interface between the dermis and epidermis that it becomes nearly permanent and can not be destroyed by external skin injuries.

				Most used biometric parameters and related systems

				Fingerprints. Such scanners are small, universal, relatively inexpensive.

				Hand geometry. Taking a 3D image and measuring the height and width of bones and joints. Appropriate devices are used when it is difficult to use finger scanners due to dirt or injury.

				Iris. Examining the lines of the iris or the blood vessels in the retina, these devices have the highest accuracy. The theoretical probability of coincidence of two irises is 1 out of 1078.

			

		

		
			
				What are fingerprints?

			

		

		
			
				Figure 2. Types of fingerprint

			

		

		
			
				Figure 1. Types of biometric authentications

			

		

		
			
				Figure 4.

			

		

		
			
				Figure 3.
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					Which biometric parameters do you know?

					What about unique biometric parameters among animals? Is there any uniqueness among dogs?
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					Literacy

				

			

		

		
			
				Face Recognition. Systems based on this approach allows identifying a person with an error of no more than 3%. Depending on the method, it is possible to identify a person at distances from half a meter to several tens of meters.

				Voice. Detects vocal pitch and rhythm. Voice check is easy for use in telecommunication applications. The required 16-bit sound card and microphone are cheap enough. The probability of error is 2 - 5%. Nowadays, the directions of identification of a person and his condition are developing in his voice - he is excited, sick, speaks the truth, not in himself, etc.

				Keyboard input. While entering a password, the speed and intervals between clicks are tracked.

				Signature. Matches the signature to one on record, as well as analyzing the speed and pressure used while writing.

			

		

		
			
				Figure 5. Fingerprint recognition

			

		

		
			
				Figure 6. Face recognition
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					For classification purposes, experts divide fingerprint patterns into 3 basic classes: loops, whorls, and arches. Each class can be further divided into numerous sub-classes. People of European background have many loops, people of Asian ancestry have a fairly high frequency of whorls, and those of African descent tend to have a multitude of arches.
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					Facts
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					Make some biometric comparison activity in your class. Try to find two students with an approximately identical face. Let them come to the front of the class and answer the following questions:

					Which parts of the face of Student 1 and Student 2 are similar? (nose, eyebrows, lips, ears and etc.)

					What about their fingerprints?

					What about their voice?
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					Activity 1

				

			

		

		
			
				[image: ]
			

			
				
					Work in groups. Divide the class into 2 large groups. Make a comparison activity between biometric and password authentication. Each group should take one of two and state the priority of chosen method over another. The group with more reasonable arguments will win the race.
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					Activity 2

				

			

			
				
					
						Biometric 

					

					
						Password 

					

					
						Example

					

					
						biometrics solves the problem of forgetting and losing a password

					

					
						password authentication systems are much cheaper to realize than biometrics

					

					
						1

					

					
						2
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				CHECK YOURSELF
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				1. ______________ connects to the Internet through an Internet Service Provider (ISP).

				a) Modem

				b) Hub

				c) Switch

				d) Router

				2. Switches use __________________to forward traffic within a single network.

				a) Home assress

				b) IP address

				c) MAC address

				d) Work address

				3. True or False

				a) _________ A router can be a computer with special network software installed.

				b) _________ Hubs are used less often today because of the low speed.

				c) _________ Wireless access points provide network access to desktop computers. 

				d) _________ Hardware firewalls protect data and equipment on a network from unauthorized access.

				e) _________ Coaxial and twisted-pair cables use light signals to transmit data.

				f) _________ Fiber-optic cables use electrical signals over copper to transmit data.

				 

				4. Coaxial cable is used by _____________________________.

				a) cable television companies and satellite communication systems

				b) internet providers 

				c) Copper and aluminium companies.

				d) Electical companies 

				5. UTP cables are terminated with an ________ connector and plug into _________ sockets. 

				a) LC and LC

				b) RJ-11 and RJ-11

				c) RJ-45 and RJ-45

				d) Duplex Multimode and LC

				6. Consists of a very small core and uses laser technology to send a single ray of light

				a) Single-mode fiber (SMF)

				b) Multi-mode fiber (MMF)

				c) Triple-mode fiber (TMF)

				d) None of them

			

		

		
			
				7. Which command in terminal gives information about IP address on MacOS?

				a) ifconfig

				b) ipconfig

				c) ipconfig/all

				d) ifipconfig

				8. What is the number of IPv6 addresses?

				a) 4,294,967,296

				b) 4,294,967,296,294,967,296

				c) 128 billion

				d) 340 undecillion

				9. The process of _____________ resolution involves converting a hostname into a computer-friendly IP address. 

				a) IPv4

				b) IPv6

				c) DNS

				d) Firewall

				10. Arrange correctly. 

				______ The root server then responds to the resolver with the address of a Top Level Domain (TLD).

				______ The resolver then makes a request to the .com TLD.

				______ The DNS resolver then responds to the web browser with the IP address of the domain requested initially.

				______ The TLD server then responds with the IP address of the domain’s nameserver, example.com.

				______ The recursive resolver sends a query to the domain’s nameserver.

				______ A user types ‘example.com’ into a web browser and the query travels into the Internet and is received by a DNS recursive resolver.

				______ The IP address for example.com is then returned to the resolver from the nameserver.

				______ The resolver then queries a DNS root nameserver.

				11. __________________ensures that sensitive information are accessed only by an authorized person.

				a) Confidentiality

				b) Integrity

				c) Availability

				d) Usability
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				CHAPTER

			

		

		
			
				Data representation

			

		

		
			
				2

			

		

		
			
				2.1. Number systems 

				2.2. Truth table. Arithmetic operations with binary numbers - I

				2.3. Basic logical elements

				2.4. Encoding standards

				Check yourself
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				Practice 1
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				Convert the following decimal numbers to binary:

				a. 156 = _____________

				b. 89 = ______________

				c. 67 = ______________

				d. 192 = _____________

			

		

		
			
				Number systems

			

		

		
			
				 

				- convert from one number system to another

			

		

		
			
				
					 

					How do computers see the world?
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					You will
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				2.1

			

		

		
			
				Computers use electrical signals that are ‘ON’ or ‘OFF’, so they see everything as a series of binary numbers. This data is represented as a sequence of 1s and 0s (on and off). All data that we want a computer to process needs to be converted into binary format.

			

		

		
			
				Binary is a number system that uses only two digits: 1 and 0. All information that is processed by a computer is in the form of a sequence of 1S and 0s. Therefore, all data that we want a computer to process need to be converted into binary (figure 1).

			

		

		
			
				There is a very simple method to convert a decimal number into a binary number. Let us take the number 199.

				Start by writing out the first few binary place values (128, 64, 32, 16, 8, 4, 2, 1).

			

		

		
			
				People use the decimal number system in their everyday lives. This system has 10 digits that we can use: 0, 1, 2, 3, 4, 5, 6, 7, 8 and 9.

			

		

		
			
				To convert a binary number to decimal, start by writing out the binary place values. In decimal, the place values are 1, 10, 100, 1000, etc – each place value is 10 times bigger than the last. 

				In binary, each place value is 2 times bigger than the last. The first few binary place values look like this:

			

		

		
			
				Calculating the value of 10101000:

			

		

		
			
				The binary system is known as a ‘base 2’ system. This is because:

				there are only two digits (1 and 0)

				when using the binary system, data is converted using the power of two.

			

		

		
			
				What is binary?

			

		

		
			
				Converting from decimal to binary

			

		

		
			
				Understanding decimal numbers

			

		

		
			
				Converting from binary to decimal
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					32

				

				
					16
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					32

				

				
					16

				

				
					8

				

				
					4

				

				
					2

				

				
					1
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					0
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					0
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					0
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					1×128 +

				

				
					0×64 +

				

				
					1×32 +

				

				
					0×16 +

				

				
					1×8 +

				

				
					0×4 +

				

				
					0×2 +

				

				
					0×1 

				

				
					128 +

				

				
					0 +

				

				
					32 + 

				

				
					0 +

				

				
					8 +

				

				
					0 +

				

				
					0 +

				

				
					0 +

				

			

		

		
			
				In binary the place values starts from ‘1’ and goes from right side to the left.

			

		

		
			
				So 10101000 in binary is equal to 168 in decimal.
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				Figure 1
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				Practice 2

			

		

		
			
				Practice 3

			

		

		
			
				Practice 4
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				1. Explain how to convert decimal number to binary.

				2. Explain how to convert binary number to decimal.
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					Literacy
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				Convert the following binary numbers to decimal:

				a. 11001001

				b. 1001110

				c. 10010111

				d. 10111000

			

		

		
			
				Write a programming code in Python that will get a decimal number and convert it to binary.

				Example 

				Input:	Output:

				123 1111011

			

		

		
			
				Convert the following decimal numbers to binary, octal and hexadecimal number systems.

				a. 167

				b. 29

				c. 1991

				d. 89341

			

		

		
			
				Start for the left point and say “Can 128 be taken away from 199?”. If it can, do that.

				199 – 128 = 71. Because 128 could be taken off, put a 1 in the ‘128’ place value column:

			

		

		
			
				Now repeat for 64: 71 – 64 = 7.

			

		

		
			
				And again for 32: 7 – 32 will not work, so put a 0 in that place value column.

			

		

		
			
				Try again for 16: 7 – 16 will not work, so add a 0 to that place value column.

			

		

		
			
				Next is 8: 7 – 8 will not work. Add a 0 to the ‘8’ place value column.

			

		

		
			
				Try again for 4: 7 – 4 = 3, so add a 1 to the ‘4’ place value column.

			

		

		
			
				Next try 2: 3 – 2 = 1, so add a 1 to the ‘2’ place value column.

			

		

		
			
				And finally, 1: 1 – 1 = 0 – add a 1 to the ‘1’ place value column.

			

		

		
			
				This means that 199 as a binary number is 11000111.

				A quick way to check whether your binary number is likely to be correct is by looking at the last digit. If the decimal number was odd, this last binary digit should be a 1. If it was an even number this binary digit should be a 0.

			

		

		
			
				By the same way you can convert decimal to octal. hexadecimal and etc.

				hexadecimal number system consists of 16 digits: 0 - 9 and A - F.
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				Figure 2
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				Arithmetic operations with binary numbers - I

			

		

		
			
				Learn binary addition

				Learn to add more than two binary numbers

			

		

		
			
				How to configure the virtual memory of a computer?
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				2.2

			

		

		
			
				In mathematics, the basic arithmetic operations applied on numbers are addition, subtraction, multiplications, and division. In computers, the same operations are performed inside the central processing unit by the arithmetic and logic unit (ALU).

				Binary arithmetic is an essential part of all the digital computers and many other digital systems.

			

		

		
			
				Binary addition is a key for binary subtraction, multiplication, division. There are four rules of binary addition. Here are the possibilities:

			

		

		
			
				In the fourth case, a binary addition is creating a sum of 1 + 1 = 2 which is 10 in binary, and 0 is written in the given column and a carry of 1 over to the next column.

				The carry is involved whenever we have a result larger than 1 (which is the largest amount we may represent with a single binary digit).

				The process of adding is that we line the two numbers up (one under the other), then, starting at the far right, add each column, recording the result and possible carry as we go.

			

		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				You will

			

		

		
			
				Binary Addition

			

		

		
			
				
					Case

				

				
					A + B

				

				
					Sum

				

				
					Carry

				

				
					1

				

				
					0 + 0

				

				
					0

				

				
					0

				

				
					2

				

				
					0 + 1

				

				
					1

				

				
					0

				

				
					3

				

				
					1 + 0

				

				
					1

				

				
					0

				

				
					4

				

				
					1 + 1

				

				
					0

				

				
					1
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				0011010 + 001100 = 00100110

			

		

		
			[image: ]
		

		
			
				Example 1
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				carry
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				Binary addition:

				100001 + 11101

				1000100 + 101100

				100101 + 111101

				101110 + 10100
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				Practice

			

		

		
			
				Here we have 11101 + 10111 + 11111. So we will just tackle this problem from the top right. And we always carry your 1 to the next column. Remember, as well, that we always add two digits at a time, and we always work in one column at a time. And that is just to keep it as simple as possible as shown in the picture below.

			

		

		
			
				We always at the end check our work in decimal just to make sure. 29 + 23 + 31 definitely equals 83.

				And we can just take this method of binary additions whether we have 4 numbers, 5 numbers it really doesn't matter. As long as we follow the flow.

				As we see, it is possible to add more than 2 binary numbers in one go, but it can soon get unwieldy managing the carries. Its suggested that to add the 1st and 2nd numbers together. Then take the result and add the third number to that. Then take the result and add the 4th etc...

				In this way, we may add as many binary numbers as you like and the complexity will never increase. It's a little more work but with practice, we can get very quick at it.

				So the best way to learn this stuff is to practice it and now we'll get you to do just that. For each of the activities below, you can keep generating new numbers to try to keep working through them until you you're comfortable with them.

			

		

		
			
				Adding more than two numbers
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				What is the virtual memory?

				How does the virtual memory works? 

				What is advantages and disadvantages of using virtual memory?
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				Literacy
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				BASIC LOGICAL ELEMENTS

			

		

		
			
				Learn the purpose of the basic logical elements.

				Learn logical conjunction, disjunction, negation.

			

		

		
			
				2.3
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				You will

			

		

		
			
				Binary logic deals with variables that assume discrete values and with operators that assume logical meaning. While each logical element or condition must always have a logic value of either "0" or "1", we also need to have ways to combine different logical signals or conditions to provide a logical result.

				For example, consider the logical statement: "If I move the switch on the wall up, the light will turn on." At first glance, this seems to be a correct statement.

				However, if we look at a few other factors, we realize that there's more to it than this. In this example, a more complete statement would be: "If I move the switch on the wall up and the light bulb is good and the power is on, the light will turn on."

				If we look at these two statements as logical expressions and use logical terminology, we can reduce the first statement to:

				Light = Switch

				This means nothing more than that the light will follow the action of the switch, so that when the switch is

				up/on/true/1 the light will also be on/true/1. Conversely, if the switch is down/off/false/0 the light will also be off/false/0.

				Looking at the second version of the statement, we have a slightly more complex expression:

				Light = Switch and Bulb and Power

				When we deal with logical circuits (as in computers), we not only need to deal with logical functions; we also need some special symbols to denote these functions in a logical diagram. There are three fundamental logical operations, from which all other functions, no matter how complex, can be derived. These functions are named and, or, and not. Each of these has a specific symbol and a clearly-defined behaviour.

			

		

		
			
				Conjunction (AND)

			

		

		
			
				In logic, AND (л) is the truth-functional operator of logical conjunction; the and of a set of operands is true if and only if all of its operands are true. The logical connective that represents this operator is typically written as л or .. 

				A л B is true only if A is true and B is true.

				Truth table

				The truth table of A л B:
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					A л B
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					In 1854 a British mathematician, George Boole, developed Boolean Algebra. Instead of an algebra that uses numbers, boolean algebra uses truth values, true(1) and false(0). By defining sentences using truth values and performing operations on these truth values you can work out the overall conclusion of complex statements.

					Boolean Algebra has had a massive impact on Computer Science and the language that computers understand is a language of 1s and 0s, boolean.
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				Introduction
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					List touch screen gestures to control the mobile device.

					What are the advantages of using flash memory storage in?
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					Literacy

				

			

		

		
			
				Disjunction (OR)

			

		

		
			
				Negation (NOT)

			

		

		
			
				In logic, OR is the truth-functional operator of (inclusive) disjunction, also known as alternation; the or of a set of operands is true if and only if one or more of its operands is true. The logical connective that represents this operator is typically written as v or +.

				A v B is true if A is true, or if B is true, or if both A and B are true.

				Truth table

				The truth table of A v B:

			

		

		
			
				In logic, negation, also called the logical complement, is an operation that takes a proposition P to another proposition "not P", written ¬P, which is interpreted intuitively as being true when P is false, and false when P is true.

				Truth table

				The truth table of ¬P is as follows:
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					Identify connection types

					Mobile device communicate with each other when they are touched together. 

					This use your cellular phone as a modem for another device. The connection is made oven a USB or Bluetooth connection.

					Device charge and transfer data using this wired connection.

					This wireless connection allows data exchange over a distance up to 10 meters.

					This wired connection allows Apple device to host computers and other peripherals.

					This connection allows mobile device to remotely control devices, such as a TV or audio equipment.
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					Activity
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				2.2
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					Negation

				

				
					p
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				Truth tables

			

		

		
			
				 

				- use logical operators (AND, OR, NOT);

				- create a truth table.

			

		

		
			
				
					 

					How does it work?
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					You will

				

			

			
				
					[image: ]
				

				
					[image: ]
				

				
					[image: ]
				

			

		

		
			
				Consider the following question: ‘Is Kostanay further north than Astana?’

				 In everyday language, the answer will be either ‘yes’ or ‘no’. However, the question could be rephrased to make use of the language of Boolean logic: “Is it TRUE or FALSE that Kostanay is further north than Astana?”

				 So the statement: “Kostanay is further north than Astana” can be described as an example of a logical proposition that can have only one of the two alternative results (or outputs) - ‘TRUE’ or ‘FALSE’.

			

		

		
			
				A truth table is a mathematical table used to determine if a logic statement is true or false. In a truth table, each statement is usually represented by a letter or variable, like p, q, or r. Each proposition has its own corresponding column that lists all possible truth values. In this lesson, we will learn the basic rules needed to construct a truth table and look at some examples of truth tables.

			

		

		
			
				The negation of a statement called not p is the statement that has the opposite truth value of p.

				not p = It is not raining outside

			

		

		
			
				A conjunction is a compound statement representing the word ‘AND’. For example, we have the following two statements:

				p = It is raining outside

				q = The football game is canceled

			

		

		
			
				Boolean logic

			

		

		
			
				Truth table

			

		

		
			
				Negation (NOT)

			

		

		
			
				Conjunction (AND)

			

		

		
			
				Input Values

			

		

		
			
				Let us take the statement, 'It is raining outside.' This statement, which we can represent with the variable ‘p’, is either true or false.

				p = It is raining outside

			

		

		
			
				Here is how both of these possibilities are represented in a truth table in which T represents true, and F represents false:

			

		

		
			
				If it is raining, then p is true. If it isn't raining, then p is false.

			

		

		
			
				If it is raining outside, then not p is false. If it isn't raining outside, then not p is true.

			

		

		
			
				The conjunction of p and q is 'It is raining outside and the football game is cancelled’.
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				1. Which logic operator gives a reverse answer?

				2. How many states does the boolean expression have?

				3. When do we use a truth table in our daily life?
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					Literacy
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				Practice
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				Complete the following truth tables:

				
					p

				

				
					q

				

				
					NOT(p AND q) OR (p AND q)

				

				
					NOT p AND NOT q OR (p OR q)

				

				
					0

				

				
					0

				

				
					1

				

				
					0

				

				
					0

				

				
					1

				

				
					1

				

				
					1

				

			

		

		
			
				
					Conjunction

				

				
					p

				

				
					q

				

				
					pлq

				

				
					T

				

				
					T

				

				
					T

				

				
					T

				

				
					F

				

				
					F

				

				
					F

				

				
					T

				

				
					F

				

				
					F

				

				
					F

				

				
					F

				

			

		

		
			
				
					Disjunction

				

				
					p

				

				
					q

				

				
					pvq

				

				
					T

				

				
					T

				

				
					T

				

				
					T

				

				
					F

				

				
					T

				

				
					F

				

				
					T

				

				
					T

				

				
					F

				

				
					F

				

				
					F

				

			

		

		
			
				
					A

				

				
					B

				

				
					C

				

				
					A AND B OR NOT C

				

				
					C AND B AND NOT A

				

				
					0

				

				
					0

				

				
					1

				

				
					0

				

				
					1

				

				
					0

				

				
					1

				

				
					0

				

				
					0

				

				
					1

				

				
					1

				

				
					0

				

				
					0

				

				
					1

				

				
					1

				

				
					1

				

				
					0

				

				
					1

				

				
					1

				

				
					1

				

				
					1

				

				
					0

				

				
					0

				

				
					0

				

			

		

		
			
				This statement will only be true if both p and q are true. So that is: 

				p and q = if it is raining outside and the football game is canceled. 

				If either p or q is false, then the conjunction is false.

				Here is the truth table showing the possibilities of conjunction:

			

		

		
			
				A disjunction is a compound statement representing the word ‘OR’. In order for a disjunction to be true, one or both of the statements has to be true. So that is: 

				p or q = if it is raining outside or the football game is canceled. 

				This statement is true if p or q or both statements are true.

				Here is what the truth table looks like:

			

		

		
			
				Disjunction (OR)
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				2.3
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				Figure 1. A logic gate is an elementary building block of 

				a digital circuit.

			

		

		
			
				Logical operators

			

		

		
			
				 

				- use logical operators (AND, OR, NOT)

				- work with logic gates

			

		

		
			
				
					 

					How to create your own chip?
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					You will
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				Logic gates process signals which represent ‘true’ or ‘false’. Normally the positive supply voltage +5Vs represents true and zero voltage 0V represents false. Most logic gates have two inputs and one output (figure 1).

			

		

		
			
				Gates are identified by their function: NOT, AND, NAND and OR. Capital letters are normally used to make it clear that the term refers to a logic gate.

			

		

		
			
				The following illustration and table show the circuit symbol and logic combinations for AND gate. The output is "true"(or 1) when both inputs are "true". Otherwise, the output is "false" (or 0).

			

		

		
			
				The following illustration and table show the circuit symbol and logic combinations for AND gate. The output is "true"(or 1) when both inputs are "true". Otherwise, the output is "false" (or 0).

			

		

		
			
				In OR gate the output is "true" (or 1) if either or both of the inputs are "true". If both inputs are "false" (or 0) then the output is "false".

			

		

		
			
				Logic Gates

			

		

		
			
				AND gate

			

		

		
			
				XOR gate

			

		

		
			
				OR gate
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					Input 1

				

				
					Input 2

				

				
					Output

				

				
					 0

				

				
					0 

				

				
					0 

				

				
					1

				

				
					1

				

				
					0

				

				
					1

				

				
					0

				

				
					0 

				

				
					1

				

				
					1

				

				
					1

				

			

		

		
			
				
					Input 1

				

				
					Input 2

				

				
					Output

				

				
					 0

				

				
					0

				

				
					0 

				

				
					0 

				

				
					1

				

				
					1

				

				
					1

				

				
					0 

				

				
					1

				

				
					1

				

				
					1

				

				
					0 

				

			

		

		
			
				
					Input 1

				

				
					Input 2

				

				
					Output

				

				
					 0

				

				
					0

				

				
					0 

				

				
					 0

				

				
					1

				

				
					1

				

				
					1

				

				
					0 

				

				
					1

				

				
					1

				

				
					1

				

				
					1
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				1. List when AND, OR and NOT logic gates output ‘true’.

				2. Explain how to create a scheme with “Logicly” application.
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					Literacy
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				Practice 1

			

		

		
			
				Practice 2
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				Construct the following scheme:

				Which switches should be ‘ON’ to turn the bulb on?

				Discuss all states when the bulb will light on.

			

		

		
			
				Construct the following scheme:

				Discuss all states when a bulb will light on or off.

			

		

		
			
				Figure 2. Interface of ‘Logicly’
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					Keep in mind

				

			

		

		
			
				You can use ‘Logicly’ application to design circuits quickly and easily with a modern and intuitive user interface with drag-and-drop, copy/paste, zoom & more.

				You can download and install it from the following website: https://logic.ly/download/. 

			

		

		
			
				A NOT gate, sometimes called a ‘logical inverter’, has only one input. It outputs the opposite of the logic state.

			

		

		
			
				You can easily construct an integrated circuit scheme by dragging and dropping modules to the workspace.

			

		

		
			
				NOT gate

			

		

		
			
				Logicly

			

		

		
			
				
					Input

				

				
					Output

				

				
					1

				

				
					 0

				

				
					0 

				

				
					1
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				2.4
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				Encoding standards

			

		

		
			
				 

				- Compare encoding standards (Unicode and ASCII)

			

		

		
			
				
					 

					How do computers understand any human language?
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					You will
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				In computers, encoding is the process of converting some characters (letters, numbers, punctuation, and certain symbols) into a format that can be ‘understood’ by computers. 

				Decoding is the opposite process - the conversion of an encoded format back into the original characters.

			

		

		
			
				The code used by most computers for encoding is known as ASCII (American Standard Code for Information Interchange, pronounced ASK-ee). ASCII can ‘understand’ uppercase and lowercase alphabetic characters, numbers, punctuation marks, and common symbols.

			

		

		
			
				ASCII and Unicode are different encoding standards. The main difference between them is in the way how they encode the character and the number of bits. ASCII originally used seven bits to encode each character that was later increased to eight. In contrast, Unicode uses a variable bit encoding program where you can choose between 32, 16, and 8-bit encodings. Using more bits lets you use more characters, but larger files at the same time, while fewer bits give you a limited choice but you save a lot of space. 

			

		

		
			
				Encoding and decoding

			

		

		
			
				ASCI

			

		

		
			
				Unicode vs ASCII
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				ASCII Table. Symbols represented in decimal
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				The major advantage of Unicode is that it can encode a huge number of characters compared to the ASCII. Because of this, Unicode currently contains most written languages and still can have even more. This includes typical left-to-right scripts like English and even right-to-left scripts like Arabic. Chinese, Japanese, and many other languages are also represented within Unicode. For example, if you do not have Unicode in your device, then you are likely to encounter problems with your characters appearing as boxes. This problem is caused by ASCII, so it just cannot get values more than 128 bits. Nevertheless, Unicode solves this problem and can show any foreign character.

				In order to be compatible with the older ASCII, which was already in widespread use at the time, Unicode was designed in such a way that the first eight bits matched the ASCII table codes. So if you open an ASCII encoded file with Unicode, you still get the correct characters encoded in the file. This provided the adoption of Unicode as it decreased the impact of adopting a new encoding standard for those who were already using ASCII.

				Summary:

				1. ASCII uses an 8-bit encoding while Unicode uses a variable bit encoding.

				2. Unicode represents most written languages in the world while ASCII does not.

				3. ASCII has its equivalent within Unicode.
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					Keep in mind

				

			

		

		
			
				Other commonly-used codes include Unicode, BinHex, Uuencode, and MIME. 

				In data communications, Manchester encoding is a special form of encoding in which the binary digits (bits) represent the transitions between high and low logic states. 

				In radio communications, numerous encoding and decoding methods exist, some of which are used only by specialized groups of people (amateur radio operators, for example). The oldest code of all, originally employed in the landline telegraph during the 19th century, is the Morse code.
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				Practice
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				1. Use binary and ASCII knowledge to encode the message below. (Search on the internet for the ASCII table )

				01001001 00100000 01101011 01101110 01101111 01110111 00100000 01000001 01010011 01000011 01001001 01001001 00100000 01100001 01101110 01100100 00100000 01100010 01101001 01101110 01100001 01110010 01111001 00101110 

				2. Watch the movie “The Martian” and find the scene where the main hero sends a message from Mars to Earth using different number systems. Explain how people on Earth understood the message.

				3. Make your own encoding standard.
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				1. How characters represented in ASCII encoding standard?

				2. How characters represented in Unicode?
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					Literacy
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				Unicode table. This table is represented in Hexadecimal numbers
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				CHECK YOURSELF
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				If the decimal number 128 is 10000000, then the decimal number 127 would be _____ in binary.

				1111111

				1000000

				100000001

				1100000

				Convert following decimal numbers to binary numbers.

				156

				243

				178

				128

				63

				Convert the following binary numbers to decimal numbers.

				10001100

				10110100

				10101010

				1001101

				111111

				In the decimal number system, there are 10 digits, 0 through 9. In the binary system, there is/are _____ digit(s).

				2

				3

				1

				9

				Prepare a truth table to the following logical operators:

				AND

				OR

				NOT

				Which logical operator do get positive output from two inputs, if only one of them is true?

				Which logical operators do get positive output from two inputs if both of them are true? 

				Which logical operator do opposite output?

			

		

		
			
				Construct a truth table to the following logical statements

				NOT(p AND q) OR NOT(p OR q)

				(p AND q) OR (p OR q)

				-(a V b) ^ c

				-(a ^ b) V -(c^d)

				Construct a logical scheme to the following logical statements with Logicly.

				NOT ( A AND B) OR C

				(A OR B) AND NOT( A AND C)

				(A AND B) AND NOT(C OR D)

				Write logical statements to the following logilcly schemes.
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				CHAPTER

			

		

		
			
				Programming

			

		

		
			
				3

			

		

		
			
				3.1. Strings in Python

				3.2. String methods 1

				3.3. String methods 2

				3.4. Functions in Python 

				3.5. Predefined functions 

				3.6. Dictionary in Python

				3.7. Files in Python

				3.8. Reading data from files

			

		

		
			
				3.9. Sorting algorithms 1

				3.10. Comparing algorithms

				3.11. Graph algorithms

				3.12. DFS algorithms

				3.13. BFS algorithms

				Problem solving 

				Check yourself
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				Strings in python

			

		

		
			
				 

				- use string as a list of characters.

			

		

		
			
				
					 

					How to store words and sentences in Python?
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					You will
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				3.1

			

		

		
			
				A character is simply a symbol. For example, in the English language, there are 26 characters.

				Computers do not deal with characters, they deal with numbers (binary). Even though you may see characters on your screen because computers store and process all the data in zeros and ones.

			

		

		
			
				Strings can be created by enclosing characters inside single quotes or double quotes:

			

		

		
			
				>>> # all of the following are equivalent

				>>> my_string = 'Hello'

				>>> print(my_string)

				Hello

				>>> my_string = "Hello"

				>>> print(my_string)

				Hello

			

		

		
			
				Also triple quotes can be used to represent multiline strings.

			

		

		
			
				>>> # triple quotes string can extend multiple lines

				>>> my_string = """Hello, welcome to

				>>> the world of Python"""

				>>> print(my_string)

				Hello, welcome to

				 the world of Python

			

		

		
			
				Each character in a string is addressed by an index. Indexes start at 0 and increase by one for every next character.

			

		

		
			
				>>> str = 'program'

				>>> print('str = ', str)

				>>>

				>>> # The square bracket notation is used to access characters 

				>>> # by their index.For example: string[index]

				>>>

				>>> quote = "To be or not to be? That is the question."

				>>>

				>>> # the first character

				>>> print(quote[0])

				>>> T

				>>> # the 10st character

				>>> print(quote[9])

				>>> n

				>>> # the 22nd index

				>>> print(quote[20 + 2])

				>>> a

			

		

		
			
				The square bracket notation ( [ ] ) can be used to get the sequence of characters between a starting and ending index. Such sequence of characters is called a substring.

				>>>str[start:end]

				‘start’ is a start point and ‘end’ is an endpoint within a string. The endpoint is not included when slicing. By default first index is equal to 0, and the last - the requested number subtracted by one.

			

		

		
			
				A string is a sequence of characters

			

		

		
			
				How to create a string?

			

		

		
			
				How to access characters in a string?
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				Practice
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				1. Explain how to create a string variable?

				2. What is the difference between strings and list in Python?

				3. s = "Hello world. I am happy to learn strings!" 

				How to print just "I am happy"?
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					Literacy
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				Which of the following prints the letter A?

			

		

		
			
				Which of the following prints CDE?

			

		

		
			
				In the square bracket notation, not specifying the start index is the same as using index 0.

			

		

		
			
				When there is no ending index within the square brackets, the program takes each character from the start index up to the last character in the string.

			

		

		
			
				Trying to access a character out of index range will raise an ‘IndexError’. The index must be an integer. We cannot use float or other types, this will result in ‘TypeError’.

				Python allows negative indexing.

				The index of -1 refers to the last item, -2 to the second last item and so on.

			

		

		
			
				In Python, you cannot change the character at a certain index by assigning a new value to it. 

			

		

		
			
				To change the character at index 3, you need to bring together the substring up to index 3, the replacement character and the substring starting from index 4.

			

		

		
			
				When you add two strings, the computer is actually creating a new string from the characters in the original ones. Also, it is important to store the new string in a variable.

			

		

		
			
				>>> # slicing 2nd to 6th character when there are totally 6 characters 

				>>> # within a string

				>>> print('str[1:5] = ', str[1:5])

			

		

		
			
				>>> string[ : end ]

				>>> quote = "To be or not to be? That is the question."

				>>> print ( quote[:8] )

			

		

		
			
				>>> string[ start : ]

				>>> quote = "To be or not to be? That is the question."

				>>> print( quote[32:] )

			

		

		
			
				>>> # last character

				>>> print('str[-1] = ', str[-1])

				>>> # slicing 6th to 2nd last character

				>>> print('str[5:-2] = ', str[5:-2])

			

		

		
			
				>>> # index must be in range

				>>> my_string = [“Hello world!”]

				>>> my_string[15]

				...

				IndexError: string index out of range

				>>> # index must be an integer

				>>> my_string[1.5] 

				...

				TypeError: string indices must be integers

			

		

		
			
				>>> text = "abcdefg"

				>>>

				>>> # This won't work

				>>> text[3] = "x"

			

		

		
			
				>>> text = "abcdefg"

				>>>

				>>> # Store the new string

				>>> text = text[:3] + "x" + text[4:]

				>>> print(text)

			

		

		
			
				No starting index

			

		

		
			
				No ending index
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				We can access a range of items in a string by using the slicing operator (colon).

			

		

		
			
				If we try to access index out of the range or use float, we will get errors.

			

		

		
			
				
					>>>my_string = "ABCDE"

					>>>print(my_string[1])

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string(0))

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string(1))

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string[0])

				

			

		

		
			
				
					>>>my_string = "ABCDE"

					>>>print(my_string[3:])

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string[2:])

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string[3:5])

				

				
					>>>my_string = "ABCDE"

					>>>print(my_string[2:4])
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				3.2

			

		

		
			
				String Methods 1

			

		

		
			
				 

				What if add a string variable to string variable? 
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				- use string methods and basic operations.
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					You will
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						Keep in mind

					

				

			

			
				
					You can find all string methods on the official python.org

				

			

		

		
			
				Python has specific methods and operations that can be applied to the strings. There is a slight difference between methods and operations. The methods are built-in functions that can be ‘called’ or imported from somewhere while the operations are devised and written by a programmer himself. In this lesson, we will learn some methods and operations of the strings.

			

		

		
			
				Here are some of the most common string methods:

				1) Python string ‘capitalize()’

				The syntax of capitalize() is: string.capitalize()

				The capitalize() function returns a string with a capital first letter. It does not change the old string. If the first letter of a string is an uppercase letter or a non-alphabetic character, it returns the original string.

			

		

		
			
				3) Python string ‘upper()’

				The syntax of upper() method is: string.upper()

				The upper() method returns the uppercase string from the given string. It converts all lowercase characters to uppercase. If no lowercase characters exist, it returns the original string.

			

		

		
			
				2) Python string ‘lower()’

				The syntax of lower() method is: string.lower()

				The lower() method returns the lowercase string from the given string. It converts all uppercase characters to lowercase.

				If no uppercase characters exist, it returns the original string.

			

		

		
			
				String Methods and Operations

			

		

		
			
				1) Concatenation

				(adding strings).

				S1 = 'spam'

				S2 = 'eggs'

				print(S1 + S2)

				'spameggs'

				2) Duplicate strings

				print ('spam' * 3)

				spamspamspam 

				3) The len function returns the number of characters in a string.

				>>> len('spam')

				4

			

		

		
			
				Basic operations

			

		

		
			
				String methods

			

		

		
			
				string = "python is awesome."

				capitalized_string = string.capitalize()

				print('Old String: ', string)

				print('Capitalized String:', capitalized_string)

				Old String: python is awesome

				Capitalized String: Python is awesome

			

		

		
			
				# example string

				string = "THIS SHOULD BE LOWERCASE!"

				print(string.lower())

				# string with numbers

				# all alphabets would be lowercase

				string = "Th!s Sh0uLd B3 L0w3rCas3!"

				print(string.lower())

				this should be lowercase!

				th!s sh0uld b3 l0w3rcas3!

			

		

		
			
				# example string

				string = "this should be uppercase!"

				print(string.upper())
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				Practice
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				1. Write a code that reads name and surname and prints them capitalized. 

				Input:

				akbota

				yestemessova	

				Output:

				Akbota

				Yestemessova

				2. What is the output of the following code?

				s = "Programming is power"

				w = "Programming"

				print(s.upper())

				print(s.find(w))

				print(len(s))

				print(w * 4)

				print(s.startswith(w))

				print(s.startswith("Hello"))

			

		

		
			
				4) Python string ‘startswith()’

				The syntax of startswith() is: str.startswith(prefix[,start[,end]])

				The startswith() method takes a maximum of three parameters:

				prefix - String or tuple of strings to be checked

				start (optional) - Beginning position where prefix is to be checked within the string.

				end (optional) - Ending position where prefix is to be checked within the string.

				The startswith() method returns a boolean.

				It returns True if the string starts with the specified prefix.

				It returns False if the string does not start with the specified prefix.

			

		

		
			
				text = "Python is easy to learn."

				result = text.startswith('is easy')

				# returns False

				print(result)

				result = text.startswith('Python is')

				# returns True

				print(result)

				result = text.startswith('Python is easy to learn.')

				# returns True

				print(result)

				False

				True

				True
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					1. Explain where can be used basic string operations? 

					2. Which method gives you an opportunity to find a word in a sentence?

					3. What is the function of the upper() method?
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						Literacy
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				5) Python string find()’

				The syntax of find() method is: str.find(sub[start,end])

				The find() method takes maximum of three parameters:

					sub - It is the substring to be searched in the str string.

					start and end (optional) - substring is searched within str[start:end]

				The find() method returns an integer value.

					If substring exists inside the string, it returns the lowest index where the substring is found.

					If substring does not exist inside the string, it returns -1.

			

		

		
			
				quote = 'Let it be, let it be, let it be'

				result = quote.find('let it')

				print("Substring 'let it':", result)

				result = quote.find('small')

				print("Substring 'small ':", result)

				# How to use find()

				if(quote.find('be,') != -1):

				 print("Contains substring 'be,'")

				else:

				 print("Doesn't contain substring")

				Substring 'let it': 11

				Substring 'small': -1

				Contains substring 'be,'

			

		

		
			
				# string with numbers

				# all alphabets whould be lowercase

				string = "Th!s Sh0uLd B3 uPp3rCas3!"

				print(string.upper())

				THIS SHOULD BE UPPERCASE!

				TH!S SH0ULD B3 UPP3RCAS3!

			

		

		
			
				
					find('it')

				

			

			
				
					rfind('it')

				

			

			
				
					Returns index of

				

			

			
				
					'let it be, let it be, let it be'
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				3.3

			

		

		
			
				String Methods 2

			

		

		
			
				 

				How to replace a word inside a string variable?
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					- use a list of string and methods.
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						You will
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				1) Python string count()

				In simple words, the count() method searches the substring in the given string and returns how many times the substring is present in it.

				It also takes optional parameters to start and end to specify the starting and ending positions in the string respectively.

				The syntax of the count() method is:

				string.count(substring, start=..., end=...)

				count() method only requires a single parameter for execution. However, it also has two optional parameters:

					substring - string whose count is to be found.

					start (optional) - starting index within the string where the search starts.

					end (optional) - ending index within the string where the search ends.

				Note: Index in Python starts from 0, not 1.

				count() method returns the number of occurrences of the substring in the given string.

			

		

		
			
				3) Python string replace()

				The syntax of replace() is: str.replace(old, new, count)

				The startswith() method takes maximum of three parameters:

			

		

		
			
				string = "Python is awesome, isn't it?"

				substring = "is"

				count = string.count(substring)

				print("The count is:", count)

				The count is: 2

			

		

		
			
				text = "Python is easy to learn."

				result = text.endswith('to learn')

				print(result)

				result = text.endswith('to learn.')

				print(result)

				result = text.endswith('Python is easy to learn.')

				print(result)

				False

				True

				True

			

		

		
			
				2) Python string endswith()

				The syntax of endswith() is: str.endswith(suffix, start, end)

				The endswith() takes three parameters:

				suffix - String or tuple of suffixes to be checked

				start (optional) - Beginning position where suffix is to be checked within the string.

					end (optional) - Ending position where suffix is to be checked within the string.

				The endswith() method returns a boolean.

					It returns True if strings end with the specified suffix.

					It returns False if the string does not end with the specified suffix.
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				4) Python string strip()

				The strip() removes characters from both left and right based on the argument 

				The syntax of strip() is: string.strip([chars])

				The strip() returns a copy of the string with both leading and trailing characters stripped.

					When the combination of characters in the chars argument mismatches the character of the string in the left, it stops removing the leading characters.

					Similarly, when the combination of characters in the chars argument mismatches the character of the string in the right, it stops removing the trailing characters.

			

		

		
			
				old - old substring you want to replace

				new - new substring which would replace the old substring

				count (optional) - the number of times you want to replace the old substring with the new substring.

				If count is not specified, replace() method replaces all occurrences of the old substring with the new substring. The replace() method returns a copy of the string where the old substring is replaced with the new substring. The original string is unchanged. If the old substring is not found, it returns the copy of the original string.
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				1. How to remove character inside the string variable? 

				2. What is the function of .strip() method?

				3. What is the output of the following code?

				s = "There are lots of string methods"

				w = "e"

				print(s.count(w))
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				song = 'cold, cold heart'

				print (song.replace('cold', 'hurt'))

				song = 'Let it be, let it be, let it be, let it be'

				#only two occurences of 'let' is replaced

				print(song.replace('let', "don't let", 2))

				hurt, hurt heart

				Let it be, don't let it be, don't let it be, let it be

				song = 'cold, cold heart'

				replaced_song = song.replace('o', 'e')

				# The original string is unchanged

				print ('Original string:', song)

				print ('Replaced string:', replaced_song)

				song = 'let it be, let it be, let it be'

				# maximum of 0 substring is replaced

				# returns copy of the original string

				print(song.replace('let', 'so', 0))

				Original string: cold, cold heart

				Replaced string: celd, celd heart

				let it be, let it be, let it be

			

		

		
			
				string = ' xoxo love xoxo '

				# Leading whitepsace are removed

				print(string.strip())

				print(string.strip(' xoxoe'))

				# Argument doesn't contain space

				# No characters are removed.

				print(string.strip('sti'))

				string = 'android is awesome'

				print(string.strip('an'))

				xoxo love xoxo

				lov

				 xoxo love xoxo 

				droid is awesome
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				Functions in python

			

		

		
			
				 

				- define functions

			

		

		
			
				
					 

					How to create an adventure game?
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					You will
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				A function is a block of code that is used to perform an action. 

				Generally, Python has many built-in functions like print(), etc. but you can also create your own functions. These functions are called user-defined functions.

			

		

		
			
				We can define functions to provide the required functionality. Here are simple rules to define a function in Python.

					Function blocks begin with the keyword ‘def’ followed by the function name and parentheses ( ( ) ).

					Any input parameters or arguments should be placed inside these parentheses.

					The code block within every function starts with a colon (:) and is indented.

					The statement return [expression] exits a function, optionally passing back an expression to the caller. A return statement with no arguments is the same as return None.

			

		

		
			
				Example:

				The following function takes a string as input parameter and prints it on screen.

			

		

		
			
				Defining a function only gives a name to a function, specifies the function parameters and structures the blocks of code.

				Once the basic structure of a function is done, you can run it by calling it. Following is the example to call ‘printme()’ function:

			

		

		
			
				What is a function

			

		

		
			
				Defining a Function

			

		

		
			
				Syntax

			

		

		
			
				Calling a Function
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					Project
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				In this project, we are going to create an adventure game. Follow the tasks to make your game.

			

		

		
			
				Task 1

				Define function “start()” that will ask a player for his name and outputs “Hello (name) !!! Your adventure starts here!”

			

		

		
			
				Task 2

				Define a function named “village()”. That will be our startpoint and every time the Player will start from here. In this function the program must show some options to the Player that he/she must choose. They are as follows: “1. Go to forest” , “2. Go to desert”

				Example:

				Input:

				Where will you go, Berik?

				1. Go to forest

				2. Go to desert

				Then define conditional statements (if, else) that refer to the functions that the player chose.

			

		

		
			
				Example: 

				Input:

				What is your name? Berik

					Output:

				Hello Berik!!! 

				Your adventure starts here!
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				def function_name( parameters ):

				 function_action

				 return [expression]

			

		

		
			
				def printme( str ):

				 print str

				 return

			

		

		
			
				# Function definition is here

				def printme(str):

				 print(str)

				 return

				# Now you can call printme function

				printme("I'm first call to user defined function!")

				printme("Again second call to the same function")
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				All variables in a program may not be accessible at all locations in that program. This depends on where you declare a variable.

				The scope of a variable defines the range of the program where you can access a variable. There are two basic scopes of variables in Python:

				Global variables

				Local variables

				Global vs. Local variables

				Local variables can be accessed only inside the function in which they are declared, whereas global variables can be accessed throughout the program body by all functions. Following is a simple example:

			

		

		
			
				Scope of Variables
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				Task 3

				Define the “go_to_forest()” function. When this function runs, Player meets a Wizard, that gives 300 points of gold. All the actions must be followed with text messages.

				Example:

				Output:

				Welcome to the forest! Take these 300 pounds of gold and use in your adventure!

				TIP: Define a global variable “gold” that will store the current amount of Player’s gold.

			

		

		
			
				Task 4

				Define the “go_to_desert()” function. When this function runs the Player must pass the desert. To pass the desert player should have at least 900 gold. If the Player has the required amount of gold, the program must output: “Congratulations, you passed the mysterious desert!”. Else the required amount of money must be displayed.

				Example:

				Output 1:

				“You have only 300 points of gold! You need 600! Go back and find more gold.”

				Output 2:

				“Congratulations, Berik! You passed the mysterious desert.
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				1. Why do we need to use functions in programming?

				2. Explain how to write and use functions?

				3. What is the output of the following code?

				def p(a, b):

				 a += b

				 b += a

				 return a + b

				print(p(3, 5))
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				When the above code is executed, it produces the following result:

				I'm first call to user defined function!

				Again second call to the same function

			

		

		
			
				total = 0; # This is global variable.

				# Function definition is here

				def sum( arg1, arg2 ):

				# Add both the parameters and return them."

				 total = arg1 + arg2; # Here total is local variable.

				 print "Inside the function local total : ", total

				 return total

				# Now you can call sum function

				sum( 10, 20 );

				print "Outside the function global total : ", total

				When the above code is executed, it produces the following result: 

				Inside the function local total : 30

				Outside the function global total : 0
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				3.5

			

		

		
			
				Predefined functions

			

		

		
			
				 

				- use predefined functions

			

		

		
			
				
					 

					Why is programming much easier today than at '90s?
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					You will
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				The Python has a number of built-in functions that are always available. Some of them will be listed in this lesson.

			

		

		
			
				Return the absolute value of a number. The argument may be an integer or a floating point number. If the argument is a complex number, its magnitude is returned.

			

		

		
			
				Return the smallest item in an iterable or the smallest of two or more arguments.

				If one positional argument is provided, it should be iterable. The smallest item in the iterable is returned. If two or more positional arguments are provided, the smallest of the positional arguments is returned.

			

		

		
			
				Return the largest item in an iterable or the largest of two or more arguments.

				If one positional argument is provided, it should be iterable. The largest item in the iterable is returned. If two or more positional arguments are provided, the largest of the positional arguments is returned.

			

		

		
			
				Convert a value to a “formatted” representation, as controlled by format_spec. The interpretation of format_spec will depend on the type of the value argument, however there is a standard formatting syntax that is used by most built-in types: Format Specification Mini-Language.

			

		

		
			
				Return a new sorted list from the items in iterable.

				Has two optional arguments which must be specified as keyword arguments.

				key specifies a function of one argument that is used to extract a comparison key from each list element: key=str.lower. The default value is None (compare the elements directly).

				reverse is a boolean value. If set to True, then the list elements are sorted as if each comparison were reversed.

			

		

		
			
				abs(x)

			

		

		
			
				min(arg1, arg2, *args[, key])

			

		

		
			
				max(arg1, arg2, *args[, key])

			

		

		
			
				format(value[, format_spec])

			

		

		
			
				sorted(iterable, *, key=None, reverse=False)
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				Return x to the power y; if z is present, return x to the power y, modulo z (computed more efficiently than pow(x, y) %z). The two-argument form pow(x, y) is equivalent to using the power operator: x**y.

			

		

		
			
				Return the length (the number of items) of an object. The argument may be a sequence (such as a string, bytes, tuple, list, or range) or a collection (such as a dictionary, set, or frozen set).

			

		

		
			
				Return number rounded to ndigits precision after the decimal point. If ndigits is omitted or is None, it returns the nearest integer to its input.

			

		

		
			
				Sums start and the items of an iterable from left to right and return the total. start defaults to 0. The iterable’s items are normally numbers, and the start value is not allowed to be a string.

			

		

		
			
				pow(x, y[, z])

			

		

		
			
				len(s)

			

		

		
			
				round(number[, ndigits])

			

		

		
			
				sum(iterable[, start])
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					Practice 1
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					Create a program that will take n numbers. And output them in a sorted order.

					Example:

					Input:	Output:

					6	2 3 4 5 6 7

					4 3 5 2 7 6
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					Practice 4
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					Your little sister leaning to make addition calculation. When she starts adding, she adds the smallest numbers. After that, she adds the greatest numbers. Sometimes her teacher gives her numbers in a random order like “4+3+5+2+1”. Help your little sister. Write the program that will output numbers in the right order.

					Input:	Output:

					4+3+5+2+1	1+2+3+4+5
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					Practice 2
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					Create a program that will count number of words in a text.

					Input:	Output:

					I love programming with Python!!!	5
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					Practice 3
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					Create a program that will output maximum length longest word in a text.

					Input:	Output:

					I love programming with Python!!!	11
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					1. What is a predefined function?2. Which function sorts all numbers in the list?3. Which function calculates the size of a list and length of a string?4. Which function finds the maximum number?
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				3.6

			

		

		
			
				Dictionary in python

			

		

		
			
				 

				- use dictionary (dict) in Python
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						What is a dictionary in Python?
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				What is a dict in Python?

				A dict (abbr. dictionary) is a data structure that stores object with specific keys. Data is stored in a format - ‘key’ : ‘value’. If in Lists an element can be accessed using an index, in Dictionaries, we can access any value using a specific key, which can be created and modified by us.

			

		

		
			
				Creating, modifying and removing dicts. Working with elements

			

		

		
			
				An empty dict can be created using a function dict() or by declaring empty curly brackets.

			

		

		
			
				Working with dict

			

		

		
			
				Dictionaries (dict)

			

		

		
			
				If we need to create a dict with a predefined set of data, we can declare them in the following way: key = “value”. 

			

		

		
			
				>>> d1 = dict(Ayan="manager", Maksat="worker")

				>>> print(d1)

				{'Maksat': 'worker', 'Ayan': 'manager'}

				>>> d2 = {"A1":"123", "A2":"456"}

				>>> print(d2)

				{'A2': '456', 'A1': '123'}

			

		

		
			
				>>> d1 = {"Kazakhstan":"Astana", "USA":"Washington"}

				>>> d1["Japan"]="Tokyo"

				>>> print(d1)

				{'Kazakhstan':'Astana','Japan':'Tokyo','USA':'Washington'}

			

		

		
			
				>>> d2 = {"A1":"123", "A2":"456"}

				>>> del d2["A1"]

				>>> print(d2)

				{'A2': '456'}

			

		

		
			
				>>> d2 = {"A1":"123", "A2":"456"} >>> "A1" in d2

				True

				>>> "A3" in d2	

				False

			

		

		
			
				>>> d1 = dict()

				>>> print(type(d1))

				<class 'dict'>

				>>> d2 = {}

				>>> print(type(d2))

				<class 'dict'>

			

		

		
			
				Adding and removing elements	

				To add an element we must declare a new key and value:

			

		

		
			
				To delete an element we can use a ‘del’ command:

			

		

		
			
				We can check whether the requested key exists in the dict by using ‘in’ operator:

			

		

	
		
			
				55

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				There are some methods used in Dict:

				clear()

				Removes all elements in a dict:

			

		

		
			
				update({key:value})

				Creates a new dict with ({key:value}). If such key already exists, the method updates its value.

			

		

		
			
				get(key)

				Returns values from a dict by key.

			

		

		
			
				keys()

				Returns keys from a dict.

			

		

		
			
				values()

				Returns values from a dict.

			

		

		
			
				Dict Methods
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					Practice 2
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					Create a program “Dictionary”. You will input a word and its term on one line. After that, you will have m requests. At each request that you type your program should output request’s term of the word. If the word doesn’t exist in the dict output -1.

					Example:

					Input:	Output:

					3	A spherical fruit

					Apple A spherical fruit -1

					Smartphone Electronic device that has all computer’s functionsMouse Device to point on items inside a screen

					2

					Apple

					Book

					TIP: Use “split(maxsplit = 1)” while input words
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					Practice 3
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					Create a program “The registration system”. You will input n users. Each time you have inputted user “OK” message will appear. If there is a user that already exists “username1” message will appear. Every time the number should increment.

					Example:

					Input:	Output:

					5	OK

					abs	OK 

					bcd	abs1

					abs	bcd1

					bcd	abs2

					abs 
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					1. What is the difference between list and dict?

					2. Explain how to create a dict.

					3. Explain the difference between key and value.
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				>>> d1 = {"Kazakhstan":"Astana", "USA":"Washington"}

				>>> d1["Kazakhstan"]

			

		

		
			
				>>> d2 = {"A1":"123", "A2":"456"}

				>>> print(d2)

				{'A2': '456', 'A1': '123'}

				>>> d2.clear()

				>>> print(d2)

				{

			

		

		
			
				>>> d = {"A1":"123", "A2":"456"}

				>>> d.get("A1")

				'123'

			

		

		
			
				>>> d = {"A1":"123", "A2":"456"}

				>>> d.keys()

				dict_keys(['A2', 'A1'])

			

		

		
			
				>>> d = {"A1":"123", "A2":"456"}

				>>> d.keys()

				dict_keys(['A2', 'A1'])

			

		

		
			
				>>> d = {"A1":"123", "A2":"456"}

				>>> d.update({"A1":"333", "A3":"789"})

				>>> print(d)

				{'A2': '456','A3': '789', 'A1': '333'}

			

		

		
			
				We can access an element in the same way as with an index, but instead of the index we must use a key: 
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						Practice 1
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						Create a dict with five words and their terms. Output them.
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				3.7

			

		

		
			
				Files in python 

			

		

		
			
				 

				- use files to read and write information.

			

		

		
			
				 

				What is the difference between file and folder?
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					You will
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				The file is a named location on disk to store related information. It is used to permanently store data in non-volatile memory (e.g. hard disk).

				When we want to read from or write to a file we need to open it first. When we are done, it needs to be closed, so that resources that are tied with the file are freed.

				Hence, in Python, a file operation takes place in the following order.

				1. Open a file

				2. Read or write (perform the operation)

				3. Close the file

			

		

		
			
				Opening and closing files in Python

			

		

		
			
				Python has a built-in function open() to open a file. This function returns a file object, also called a handle, as it is used to read or modify the file accordingly.

				>>> f = open("test.txt") # open file in current directory

				>>> f = open("C:/Python33/README.txt") # specifying full pathWe can specify the mode while opening a file. In mode, we specify whether we want to read 'r', write 'w' or append 'a' to the file. We also specify if we want to open the file in text mode or binary mode.

				The default is reading in text mode. In this mode, we get strings when reading from the file.

				On the other hand, the binary mode returns bytes and this is the mode to be used when dealing with non-text files like image or exe files.

			

		

		
			
				
					Mode

				

				
					Description

				

				
					'r'

				

				
					Open a file for reading. (default)

				

				
					'w'

				

				
					Open a file for writing. Creates a new file if it does not exist or truncates the file if it exists.

				

				
					'x'

				

				
					Open a file for exclusive creation. If the file already exists, the operation fails.

				

				
					'a'

				

				
					Open for appending at the end of the file without truncating it. Creates a new file if it does not exist.

				

				
					't'

				

				
					Open in text mode. (default)

				

				
					'b'

				

				
					Open in binary mode.

				

				
					'+'

				

				
					Open a file for updating (reading and writing)
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				f = open("test.txt") # equivalent to 'r' or 'rt'

				f = open("test.txt",'w') # write in text mode

				f = open("img.bmp",'r+b') # read and write in binary mode

				Unlike other languages, the character 'a' does not imply the number 97 until it is encoded using ASCII (or other equivalent encodings).

				Moreover, the default encoding is platform dependent. In windows, it is 'cp1252' but 'utf-8' in Linux.

				So, we must not also rely on the default encoding or else our code will behave differently in different platforms.

				Hence, when working with files in text mode, it is highly recommended to specify the encoding type.

				f = open("test.txt",mode = 'r',encoding = 'utf-8')

			

		

		
			
				When we are done with operations to the file, we need to properly close the file.

				Closing a file will free up the resources that were tied with the file and is done using Python close() method.

				Python has a garbage collector to clean up unreferenced objects but, we must not rely on it to close the file.

				f = open("test.txt",encoding = 'utf-8')

				# perform file operations

				f.close()

				This method is not entirely safe. If an exception occurs when we are performing some operation with the file, the code exits without closing the file.

				A safer way is to use a try...finally block.

				try:

				 f = open("test.txt",encoding = 'utf-8')

				 # perform file operations

				finally:

				 f.close()

				This way, we are guaranteed that the file is properly closed even if an exception is raised, causing program flow to stop.

				The best way to do this is by using a statement. This ensures that the file is closed when the block inside is exited.

				We don't need to explicitly call the close() method. It is done internally.with open("test.txt",encoding = 'utf-8') as f:

				# perform file operations
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				Practice
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				1. Write a Python program that creates a file “hello.txt” and fills it with “Hello world!” message. 2. Write a Python program that asks the user for the name of the file and text that file should contain. Create a text file with the given name and fill it with text that entered by the user. InputEnter a file name: sampleEnter a text of the file: This file was created at informatics lesson by using Python programming language. 

				Output:
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				1. How to open files in Python?

				2. Is there any library needed to open files in Python? 

				3. Why it is important to write mode of the file?
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				This file was created at informatics lesson by using Python programming language.
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				3.8

			

		

		
			
				Reading data from files

			

		

		
			
				 

				- use files to read and write information
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				To read a file in Python, we must open the file in reading mode.

				There are various methods available for this purpose. We can use the read(size) method to read in size number of data. If the size parameter is not specified, it reads and returns up to the end of the file.

			

		

		
			
				We can see that, the read() method returns newline as '\n'. Once the end of file is reached, we get the empty string on further reading.

				We can change our current file cursor (position) using the seek() method. Similarly, the tell() method returns our current position (in a number of bytes).

			

		

		
			
				We can read a file line-by-line using a for loop. This is both efficient and fast.

			

		

		
			
				The lines in the file itself have a newline character '\n'.

				Moreover, the print() end parameter to avoid two newlines when printing

				Alternately, we can use readline() method to read individual lines of a file. This method reads a file until the new line, including the newline character..

			

		

		
			
				>>> f = open("test.txt",'r',encoding = 'utf-8')

				>>> f.read(4) # read the first 4 data

				'This'

				>>> f.read(4) # read the next 4 data

				' is '

				>>> f.read() # read in the rest till end of file

				'my first file\nThis file\ncontains three lines\n'

				>>> f.read() # further reading returns empty sting

				''

			

		

		
			
				>>> f.tell() # get the current file position

				56

				>>> f.seek(0) # bring file cursor to initial position

				0

				>>> print(f.read()) # read the entire file

				This is my first file

				This file

				contains three lines

			

		

		
			
				>>> for line in f:

				... print(line, end = '')

				...

				This is my first file

				This file

				contains three lines

			

		

		
			
				How to read files in Python?
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				Lastly, the readlines() method returns a list of remaining lines of the entire file. All these reading method return empty values when end of file (EOF) is reached.
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				['This is my first file\n', 'This file\n', 'contains three lines\n']
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					Practice
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					1. Write a Python program that creates a file named “my_favorite_class.txt” and fills in with the names of your classmates. Use “write()” method. In practices from 2 to 6 use “my_favorite_class.txt” file. 2. Write a Python program to read an entire text file. 3. Write a Python program to read first n lines of a file.4. Write a Python program to read last n lines of a file.5. Write a Python program to read a file line by line and store it into a list. 6. Write a python program to find the longest words. 7. Given a “names.txt” file that has a list of a bunch of names, count how many of each name there are in the file and print out the results to the screen. Download a “names.txt” file by this link “https://github.com/astana-kitap/pythonFiles”.
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				In order to write into a file in Python, we need to open it in write 'w', append 'a' or exclusive creation 'x' mode.

				We need to be careful with the 'w' mode as it will overwrite into the file if it already exists. All previous data are erased.

				Writing a string or sequence of bytes (for binary files) is done using write() method. This method returns the number of characters written to the file.

				with open("test.txt",'w',encoding = 'utf-8') as f:

				 f.write("my first file\n")

				 f.write("This file\n\n")

				 f.write("contains three lines\n")

				This program will create a new file named 'test.txt' if it does not exist. If it does exist, it is overwritten.

				We must include the newline characters ourselves to distinguish different lines.

			

		

		
			
				Writing data in files

			

		

		
			
				>>> f.readlines()

			

		

		
			
				>>> f.readline()

				'This is my first file\n'

				>>> f.readline()

				'This file\n'

				>>> f.readline()

				'contains three lines\n'

				>>> f.readline()

				''
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					What is the function of “f.read(10)” in Python?

					How to read entire line in Python?

					How to write a data to file?
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				Sorting algorithms 1

			

		

		
			
				 

				- implement sorting algorithms to solve practical problems.
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				Sorting refers to arranging data in a particular format. Sorting algorithm specifies the way to arrange data in a particular order. Most common orders are in numerical or lexicographical order.

				The importance of sorting lies in the fact that data searching can be optimized to a very high level if data is stored in a sorted manner. Sorting is also used to represent data in more readable formats. Below we see five such implementations of sorting in python.

				● Bubble Sort

				● Merge Sort

				● Insertion Sort

				● Selection Sort

			

		

		
			
				Bubble Sort

			

		

		
			
				It is a comparison-based algorithm in which each pair of adjacent elements is compared and the elements are swapped if they are not in order.

			

		

		
			
				When the above code is executed, it produces the following result −

				[2, 6, 11, 19, 27, 31, 45, 121]
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					Practice 1
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					Use the bubble sort algorithm and sort the given list.

					(Show each step of an algorithm) 

					list = [6, 3, 2, 5, 7, 9, 0, 4 ]

				

			

		

		
			
				def bubblesort(list):

				# Swap the elements to arrange in order

					for i in range(0,len(list)-1):

				 for j in range(i + 1, len(list)):

				 if list[i]>list[j]:

				 temp = list[i]

				 list[i] = list[j]

				 list[j] = temp

				list = [19,2,31,45,6,11,121,27]

				bubblesort(list)

				print(list)

			

		

		
			
				Step 0 : [19, 2, 31, 45, 6, 11, 121, 27]

				Step 1 : [2, 19, 31, 45, 6, 11, 121, 27]

				Step 2 : [2, 6, 31, 45, 19, 11, 121, 27]

				Step 3 : [2, 6, 11, 45, 31, 19, 121, 27]

				Step 4 : [2, 6, 11, 19, 45, 31, 121, 27]

				Step 5 : [2, 6, 11, 19, 27, 45, 121, 31]

				Step 6 : [2, 6, 11, 19, 27, 31, 121, 45]

				Step 7 : [2, 6, 11, 19, 27, 31, 45, 121]

			

		

		
			
				How to sort a data in Python?

			

		

	
		
			
				61

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				Merge Sort

			

		

		
			
				Merge sort first divides the array into equal halves and then combines them in a sorted manner.

			

		

		
			
				When the above code is executed, it produces the following result −

				[11, 12, 22, 25, 34, 64, 90]

				Step of a merge sort algortihm:
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					Practice 2
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					Given a list [4, 7, 3, 1, 8, 9, 0, 2, 5, 6].

					Use the bubble sort algorithm and sort it in decending order.
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					1. How the sorting algorithms can be used? 

					2. Which sorting algorithm works faster?
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				def merge_sort(unsorted_list):

				 if len(unsorted_list) <= 1:

				 return unsorted_list

				# Find the middle point and devide it

				 middle = len(unsorted_list) // 2

				 left_list = unsorted_list[:middle]

				 right_list = unsorted_list[middle:]

				 left_list = merge_sort(left_list)

				 right_list = merge_sort(right_list)

				 return list(merge(left_list, right_list))

				# Merge the sorted halves

				def merge(left_half,right_half):

				 res = []

				 while len(left_half) != 0 and len(right_half) != 0:

				 if left_half[0] < right_half[0]:

				 res.append(left_half[0])

				 left_half.remove(left_half[0])

				 else:

				 res.append(right_half[0])

				 right_half.remove(right_half[0])

				 if len(left_half) == 0:

				 res = res + right_half

				 else:

				 res = res + left_half

				 return res

				unsorted_list = [64, 34, 25, 12, 22, 11, 90]

				print(merge_sort(unsorted_list))

			

		

		
			
				Left/Right: [34] [25] Res : [25, 34]

				Left/Right: [64] [25, 34] Res : [25, 34, 64]

				Left/Right: [12] [22] Res : [12, 22]

				Left/Right: [11] [90] Res : [11, 90]

				Left/Right: [12, 22] [11, 90] Res : [11, 12, 22, 90]

				Left/Right: [25, 34, 64] [11, 12, 22, 90] Res : [11, 12, 22, 25, 34, 64, 90]
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				Comparing algorithms

			

		

		
			
				 

				- compare algorithms .
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				There are often several possible algorithms for solving a problem such that their time complexities are different. This section discusses a classic problem that has a straightforward O(n3) solution. However, by designing a better algorithm, it is possible to solve the problem in O(n2) time and even in O(n) time.

				Given an array of n numbers, our task is to calculate the maximum subarray sum, i.e., the largest possible sum of a sequence of consecutive values in the array2. The problem is interesting when there may be negative values in the array. For example, in the array

			

		

		
			
				the following subarray produces the maximum sum 10:

			

		

		
			
				We assume that an empty subarray is allowed, so the maximum subarray sum is always at least 0.

			

		

		
			
				A straightforward way to solve the problem is to go through all possible subarrays, calculate the sum of values in each subarray and maintain the maximum sum. The following code implements this algorithm:

			

		

		
			
				The variables a and b fix the first and last index of the subarray, and the sum of values is calculated to the variable s. The variable best contains the maximum sum found during the search.

				The time complexity of the algorithm is O(n3) because it consists of three nested loops that go through the input.

			

		

		
			
				After this change, the time complexity is O(n2).

			

		

		
			
				Algorithm 1

			

		

		
			
				Algorithm 2

			

		

		
			
				
					-1

				

				
					2

				

				
					4

				

				
					-3

				

				
					5

				

				
					2

				

				
					-5

				

				
					2

				

			

		

		
			
				
					-1

				

				
					2

				

				
					4

				

				
					-3

				

				
					5

				

				
					2

				

				
					-5

				

				
					2

				

			

		

		
			
				Comparing algorithms

			

		

		
			
				arr = [2, 4, -3, 5, 2, -5, 2]

				best = 0

				n = len(arr)

				for a in range(n):

					for b in range(n):

				 s = 0;

				 for k in range(a, b):

				 s += arr[k]

				 best = max(best, s)

				print(best)

			

		

		
			
				arr = [2, 4, -3, 5, 2, -5, 2]

				best = 0

				n = len(arr)

				for a in range(n):

				 s = 0

				 for b in range(n):

				 s += arr[b]

				 best = max(best, s)

				print(best)

			

		

		
			
				Why it is important to write fast algorithms?

			

		

	
		
			
				63

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				The algorithm only contains one loop that goes through the input, so the time complexity is O(n). This is also the best possible time complexity because any algorithm for the problem has to examine all array elements at least once.

			

		

		
			
				Efficiency comparison

			

		

		
			
				Algorithm 3
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					Practice
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					Calculate the time complexity of each sorting algorithm given below. 

					Bubble sort, merge sort, insertion sort, selection sort.

				

			

		

		
			
				It is interesting to study how efficient algorithms are in practice. The following table shows the running times of the above algorithms for different values of n on a modern computer.

			

		

		
			
				The comparison shows that all algorithms are efficient when the input size is small, but larger inputs bring out remarkable differences in the running times of the algorithms. Algorithm 1 becomes slow when n = 104, and Algorithm 2 becomes slow when n = 105. Only Algorithm 3 is able to process even the largest inputs instantly.
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				arr = [2, 4, -3, 5, 2, -5, 2]

				best = 0

				n = len(arr)

				s = 0

				for k in range(n):

				 s = max(arr[k], s + arr[k])

				 best = max(best, s)

				print(best)
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					What is the time complexity of an algorithm?

					How to measure the time complexity of an algorithm?

					Why it is important to write fast algorithms?
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				Graphs

			

		

		
			
				 

				- implement search algorithms on graphs to solve practical problems.
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				● Adjacency: A vertex is said to be adjacent to another vertex if there is an edge connecting them. Vertices 2 and 3 are not adjacent because there is no edge between them.

				● Path: A sequence of edges that allows you to go from vertex A to vertex B is called a path. 0-1, 1-2 and 0-2 are paths from vertex 0 to vertex 2.

				● Directed Graph: A graph in which an edge (u,v) doesn't necessarily mean that there is an edge (v, u) as well. The edges in such a graph are represented by arrows to show the direction of the edge.

			

		

		
			
				Graphs are commonly represented in two ways:

				1. Adjacency Matrix

				An adjacency matrix is 2D array of V x V vertices. Each row and column represent a vertex.

				If the value of any element a[i][j] is 1, it represents that there is an edge connecting vertex i and vertex j.

			

		

		
			
				Graph Terminology

			

		

		
			
				Graph Representation

			

		

		
			
				What are the Graphs in programming?

			

		

		
			
				
					A graph data structure is a collection of nodes that have data and are connected to other nodes.

					Let's try to understand this by means of an example. On Facebook, everything is a node. That includes User, Photo, Album, Event, Group, Page, Comment, Story, Video, Link, Note...anything that has data is a node.

					Every relationship is an edge from one node to another. Whether you post a photo, join a group, like a page, etc., a new edge is created for that relationship.

					All of Facebook is then, a collection of these nodes and edges. This is because Facebook uses a graph data structure to store its data.

					More precisely, a graph is a data structure (V,E) that consists of

					● A collection of vertices V

					● A collection of edges E, represented as ordered pairs of vertices (u,v)

					In the graph,

					V = {0, 1, 2, 3}

					E = {(0,1), (0,2), (0,3), (1,2)}

					G = {V, E}
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						Figure 1.
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						Figure 2.
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				Practice
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				Since it is an undirected graph, for edge (0,2), we also need to mark edge (2,0); making the adjacency matrix symmetric about the diagonal.

				Edge lookup(checking if an edge exists between vertex A and vertex B) is extremely fast in adjacency matrix representation but we have to reserve space for every possible link between all vertices(V x V), so it requires more space.

				2. Adjacency List

				An adjacency list represents a graph as an array of the linked list.

				The index of the array represents a vertex and each element in its linked list represents the other vertices that form an edge with the vertex.

				The adjacency list for the graph we made in the first example is as follows:

			

		

		
			
				An adjacency list is efficient in terms of storage because we only need to store the values for the edges. For a graph with millions of vertices, this can mean a lot of saved space.

			

		

		
			
				Given a file with unsorted numbers that contain numbers between 0 and 100. Write a Python program that sort given numbers in the shortest time and saves the result in “sortedNumbers.txt”. 

				Download file from this repository https://github.com/astana-kitap/pythonFiles/ 

				The file contains about 300000 different numbers between 0 and 100.

			

		

		
			
				The most common graph operations are:

				● Check if the element is present in the graph

				● Graph Traversal

				● Add elements(vertex, edges) to graph

				● Finding a path from one vertex to another

			

		

		
			
				Graph Operations

			

		

		
			
				The adjacency matrix for the graph we created above is
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				1. What is the difference between the graph in programming and just graph? 2. How to represent a graph in programming? 3. What kind of variable or data structure used to store a graph?
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				Figure 3.

			

		

		
			
				Figure 4.
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				DFS algorithm

			

		

		
			
				 

				- implement search algorithms on graphs to solve practical problems.
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				Traversal means visiting all the nodes of a graph. Depth-first traversal or Depth-first Search is a recursive algorithm for searching all the vertices of a graph or tree data structure. In this article, you will learn with the help of examples the DFS algorithm, DFS pseudocode and the code of the depth-first search algorithm with implementation in C++, C, Java, and Python programs.

			

		

		
			
				A standard DFS implementation puts each vertex of the graph into one of two categories:

				1. Visited

				2. Not Visited

				The purpose of the algorithm is to mark each vertex as visited while avoiding cycles.

				The DFS algorithm works as follows:

				1. Start by putting any one of the graph's vertices on top of a stack.

				2. Take the top item of the stack and add it to the visited list.

				3. Create a list of that vertex's adjacent nodes. Add the ones which aren't in the visited list to the top of the stack.

				4. Keep repeating steps 2 and 3 until the stack is empty.

			

		

		
			
				Let's see how the Depth First Search algorithm works with an example. We use an undirected graph with 5 vertices.

			

		

		
			
				We start from vertex 0, the DFS algorithm starts by putting it in the Visited list and putting all its adjacent vertices in the stack.

			

		

		
			
				DFS algorithm

			

		

		
			
				DFS example
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				Practice
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				Try the following code. 

				graph = {

				 0 : [1,2],

				 1 : [0, 3, 4],

				 2 : [0],

				 3 : [1],

				 4 : [2, 3]

				}

				visited = [False for i in range(len(graph))]

				dfs = [ ]

				def DFS(g, start):

				 visited[start] = True

				 dfs.append(start)

				 for i in g[start]:

				 if not visited[i]:

				 DFS(g, i)

				 return dfs

				print(DFS(graph, 0))

			

		

		
			
				What are the Graphs in programming?

			

		

		
			
				Figure 1.

			

		

		
			
				Figure 2.

			

		

	
		
			
				67

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				The pseudocode for DFS is shown below. In the init() function, notice that we run the DFS function on every node. This is because the graph might have two different disconnected parts so to make sure that we cover every vertex, we can also run the DFS algorithm on every node.

			

		

		
			
				Vertex 2 has an unvisited adjacent vertex in 4, so we add that to the top of the stack and visit it.

			

		

		
			
				After we visit the last element 3, it doesn't have any unvisited adjacent nodes, so we have completed the Depth First Traversal of the graph.

			

		

		
			
				DFS pseudocode (recursive implementation)
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				1. What for stands DFS?

				2. How does DFS algorithm works?
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					Literacy
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					The process in which a function calls itself directly or indirectly is called recursion and the corresponding function is called a recursive function. Using a recursive algorithm, certain problems can be solved quite easily. Examples of such problems are Towers of Hanoi (TOH), Inorder/Preorder/Postorder Tree Traversals, DFS of Graph, etc.
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				Figure 5.

			

		

		
			
				Figure 3.

			

		

		
			
				Figure 4.

			

		

		
			
				DFS(G, u)

				 u.visited = true

				 for each v ∈ G.Adj[u]

				 if v.visited == false

				 DFS(G,v)

				 

				init() {

				 For each u ∈ G

				 u.visited = false

				 For each u ∈ G

				 DFS(G, u)

				}
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				3.13

			

		

		
			
				BFS algorithm

			

		

		
			
				 

				- implement search algorithms on graphs to solve practical problems.
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				Traversal means visiting all the nodes of a graph. Breadth-first traversal or Breadth-first Search is a recursive algorithm for searching all the vertices of a graph or tree data structure. In this article, you will learn with the help of examples the BFS algorithm, BFS pseudocode and the code of the breadth-first search algorithm with implementation in C++, C, Java, and Python programs.

			

		

		
			
				A standard DFS implementation puts each vertex of the graph into one of two categories:

				Visited

				Not Visited

				The purpose of the algorithm is to mark each vertex as visited while avoiding cycles.

				The algorithm works as follows:

				Start by putting any one of the graph's vertices at the back of a queue.

				Take the front item of the queue and add it to the visited list.

				Create a list of that vertex's adjacent nodes. Add the ones which aren't in the visited list to the back of the queue.

				Keep repeating steps 2 and 3 until the queue is empty.

				The graph might have two different disconnected parts so to make sure that we cover every vertex, we can also run the BFS algorithm on every node

			

		

		
			
				Let's see how the Breadth First Search algorithm works with an example. We use an undirected graph with 5 vertices.

			

		

		
			
				We start from vertex 0, the BFS algorithm starts by putting it in the Visited list and putting all its adjacent vertices in the stack.

			

		

		
			
				Breadth first search

			

		

		
			
				BFS algorithm

			

		

		
			
				BFS example
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				What are the Graphs in programming?

			

		

		
			
				Figure 1.

			

		

		
			
				Figure 2.
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				Next, we visit the element at the front of queue i.e. 1 and go to its adjacent nodes. Since 0 has already been visited, we visit 2 instead.

			

		

		
			
				Vertex 2 has an unvisited adjacent vertex in 4, so we add that to the back of the queue and visit 3, which is at the front of the queue.

			

		

		
			
				Only 4 remains in the queue since the only adjacent node of 3 i.e. 0 is already visited. We visit it

			

		

		
			
				Since the queue is empty, we have completed the Depth First Traversal of the graph.
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				Practice 1
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				Use the BFS algorithm and find the distance between Astana and other cities. 

			

		

		
			
				graph = {

				'Astana' : {'Oskemen' : 1000, 'Karagandy' : 200, 'Aktobe' : 1200},

				'Oskemen' : {'Taldykorgan' : 600},

				'Taldykorgan' : {'Almaty' : 300},

				'Almaty' : {'Karagandy' : 1000},

				'Karagandy' : {'Zhezkazgan' : 500},

				'Zhezkazgan' : {'Kyzylorda' : 400},

				'Aktobe' : {'Oral' : 500},

				'Oral' : {'Atyrau' : 500},

				'Atyrau' : {'Aktau' : 1000},

				'Kyzylorda' : {'Zhezkazgan' : 400},

				'Aktau' : {'Atyrau' : 1000}

				}

				>
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				1. What is the difference between Stack and Queue in programming?2. What kind of problems could be solved by using the BFS algorithm?
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					Literacy
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				Figure 3.

			

		

		
			
				Figure 4.

			

		

		
			
				Figure 5.

			

		

		
			
				Figure 6.
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				PROBLEM solving
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				1. Write the program that will ask for the name of the user and print message “Hello name. Nice to meet you.”InputEnter your name: BerikOutputHello Berik. Nice to meet you.2. Write the program that will read the string and prints each letter doubled.Input Enter your string: infoOutputIinnffoo3. Write the program that will read the string and prints first half.InputEnter your string: HelloThereOutputHello4. Write the program that will read two equal length strings and prints merged product of that strings.InputabcdefghklOutputAfbgchdkel5. Write the program that will read two string and print them in this form short+long+short.InputataazheOutputataazheata

			

		

		
			
				6. Write the program that will read a string and print the number of “hi” inside that string.Inputhihihellooutput27. Complete the code below so that check_string function will check if string contains a letter Y if it contains return true else return false.def check_string(s):...s = input()print(check_string(s))Input YelloOutputTrue8. What is the output of the following code?s = “Leaders are solving problem!”for letter in s: if letter == “a”: print(“@”, end = “”) else:  print(letter, end = “”) print(“-”, end = “”) 9. What is the output of the following code?s = “Astana city”for i in s: for j in s: print(i, j, i, j) 10. Given a number, N. Write a program to generate and prints a dictionary that contains (i, i * i) between 1 and N (both included). Input Enter the number: 8Output{1: 1, 2: 4, 3: 9, 4: 16, 5: 25, 6: 36, 7: 49, 8: 64} 
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				Substrings Sort

				You are given nn strings. Each string consists of lowercase English letters. Rearrange (reorder) the given strings in such a way that for every string, all strings that are placed before it are its substrings.String aa is a substring of string bb if it is possible to choose several consecutive letters in bb in such a way that they form aa. For example, string "for" is contained as a substring in strings "codeforces", "for" and "therefore", but is not contained as a substring in strings "four", "fofo" and "rof".

				Input

				The first line contains an integer nn (1 ≤ n ≤ 100) — the number of strings.The next n lines contain the given strings. The number of letters in each string is from 1 to 100, inclusive. Each string consists of lowercase English letters.Some strings might be equal.

				Output

				If it is impossible to reorder nn given strings in the required order, print "NO" (without quotes).Otherwise, print "YES" (without quotes) and nn given strings in required order.

				Examples:

				Input Output

				5	YES

				a	a

				aba	ba

				abacaba	aba

				ba	aba

				aba	abacaba

				Input	Output

				5	NO

				a

				abacaba

				ba

				aba

				abab

				Input	Output

				3	YES

				qwerty	qwerty

				qwerty	qwerty

				qwerty	qwerty

				Note

				In the second example, you cannot reorder the strings because the string "abab" is not a substring of the string "abacaba".

			

		

		
			
				Antipalindrome

				A string is a palindrome if it reads the same from the left to the right and from the right to the left. For example, the strings "kek", "abacaba", "r" and "papicipap" are palindromes, while the strings "abb" and "iq" are not.A substring s[l…r] (1 ≤ l ≤ r ≤ |s|) of a string s=s1s2…s|s| is the string slsl+1…sr.Anna does not like palindromes, so she makes her friends call her Ann. She also changes all the words she reads in a similar way. Namely, each word ss is changed into its longest substring that is not a palindrome. If all the substrings of ss are palindromes, she skips the word at all.Some time ago Ann read the word ss. What is the word she changed it into?InputThe first line contains a non-empty string ss with length at most 50 characters, containing lowercase English letters only.OutputIf there is such a substring in ss that is not a palindrome, print the maximum length of such a substring. Otherwise, print 0.Note that there can be multiple longest substrings that are not palindromes, but their length is unique.

				Examples:

				Input Output

				mew	3

				Input	Output

				wuffuw	5

				Input	Output

				qqqqqqqq	0

				Note

				"mew" is not a palindrome, so the longest substring of it that is not a palindrome is the string "mew" itself. Thus, the answer to the first example is 3.The string "uffuw" is one of the longest non-palindrome substrings (of length 5) of the string "wuffuw", so the answer for the second example is 5.All substrings of the string "qqqqqqqq" consist of equal characters so they are palindromes. This way, there are no non-palindrome substrings. Thus, the answer to the third example is 0.
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				1. Which of the following is the correct way to declare a function in Python?

				a) print_hello:

				 print ("hello")

				b) function print_hello():

				 print ("hello")

				c) print_hello():

				 print ("hello")

				d) def print_hello():

				 print ("hello")

				2. Which of the following code samples correctly creates a function that takes a single parameter and prints it?

				a) def print_number(x):

				 print (x)

				b) def print_number():

				 print (parameter)

				c) def print_number():

				 print (x)

				d) def print(x)

				3. Which of the following prints the letter C?

				a) my_string = "ABCDE"

				 print(my_string[3])

				b) my_string = "ABCDE"

				 print(my_string(3))

				c) my_string = "ABCDE"

				 print(my_string(2))

				d) my_string = "ABCDE"

				 print(my_string[2])

				4. Which of the following prints ABC?

				a) my_string = "ABCDE"

				 print(my_string[3:])

				b) my_string = "ABCDE"

				 print(my_string[2:])

				c) my_string = "ABCDE"

				 print(my_string[:5])

				d) my_string = "ABCDE"

				 print(my_string[:3])

				5. Which of the following programs DOES NOT PRINT the first five letters of the alphabet, each on its own line?

				a) my_string = "abcde"

				 for letter in range(len(my_string)):

				 print(letter)

				b) my_string = "abcde"

				 for letter in my_string:

				 print(letter)

				c) my_string = "abcde"

				 for i in range(len(my_string)):

				 print(my_string[i])

			

		

		
			
				6. What does len("hello") evaluate to?

				a) “hello”

				b) “h”

				c) 5

				7. What does the following program print?

				print ("a" in "banana")

				a) True

				b) False

				c) “aaa”

				d) 1

				8. What does the following program print?

				first_string = "hello"

				second_string = first_string.upper()

				print (first_string)

				print (second_string)

				a) hello 

				 hello

				b) hello 

				 HELLO

				c) HELLO 

				 hello

				d) HELLO 

				 HELLO

				9. Suppose you have the following dictionary, which stores the names and ages of people:

				my_dictionary = {

				 "Bo": 32,

				 "Fiona": 28,

				 "Carlos": 45

				}

				Which line correctly prints Bo’s age?

				a) print (my_dictionary["Bo"][1])

				b) print (my_dictionary["Bo"])

				c) print (my_dictionary[0][1])

				d) print (my_dictionary[0])

				10. What does this code snippet print?

				fruit = ["b", "n", "n", ""]

				print ("a".join(fruit))

				a) bnn

				b) ba na na

				c) banana

				d) abanana

				11. What does the following program print?

				x = "ab"

				y = "banana"

				print x in y

				a) True

				b) False

				c) “ba”

				d) 1
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				4.1. Big data basics

				4.2. What is database?

				4.3. Overview of database fields

				4.4. Keys in database

				4.5. Introduction to MySQL

				4.6. Let's create our first database using SQL

				4.7.How can I insert data in my existing table?

			

		

		
			
				4.8. Operations with select statement

				4.9. Operators in where clause

				4.10. Operators in where clause

				4.11. Operators in where clause

				4.12. Min() and Max() function

				4.13. SQL join function

				4.14. Group by function

				4.15. Select into statement

				Check yourself
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				Big Data Basics

			

		

		
			
				 

				- evaluate the positive and negative aspects of using Bigdata.
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				4.1

			

		

		
			
				The term “big data” refers not only to large data sets, but also to the frameworks, techniques, and tools used to analyze it. It can be collected through any data-generating process such as social media, public utility infrastructure, and search engines. Big data may be either semi-structured, structured, or unstructured.

			

		

		
			
				Typically big data is analyzed and collected at specific intervals, but real-time big data analytics collect and analyze data constantly. The purpose of this continuous processing loop is to offer instant insights to users.

			

		

		
			
				If average smartphone weighs 0.26 lbs that equates to 156 billion lbs of smartphones. That’s the weight of 804 aircraft carriers. If average smartphone takes up 3.9 cubic inches of space that equates to 195 billion cubic feet of space = 6,583 cruise ships full of smartphones. If you laid out every phone in a row, it would be log enough to stretch across every single u.s. public road…12 TIMES.

				If the average laptop weighs 5.7 lbs that equates to 231 billion lbs of laptops. That’s the weight of 256,888 boeing airplanes. If average laptop takes up 176 cubic inches of space that equates to 587 billion cubic inches of spaces, that’s 15,880 Empire State Buildings full of laptops. 

				If the average PC weighs 20 lbs that equates to 400 billion lbs of PCs, that’s the weight of 888,888 statues of liberty. If the average PC is 15 inches tall and you stacked them, they would reach over 300 billion inches of length. That’s 190 trips around GLOBE IN LENGTH. That’s enough PCs to reach to the MOON… 19 TIMES (https://sep.yimg.com/ty/cdn/yhst-10634168652522/BigData3.png?t=1529653547& )

			

		

		
			
				Before the past couple of years most of the data was stored on paper, film or any other analogue media, only one quarter of all the world’s stored information was digital. But with the exponential increase in data, the idea of storing it manually just does not hold any appeal.

			

		

		
			
				Big Data
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				Interesting fact

			

		

		
			
				Every day, we create 2.5 quintillion bytes of data — so much that 90% of the data in the world today has been created in the last two years alone. Google process more than 24 petabytes of data every day (1 petabyte = 1000000 gigabyte). At the moment less than 0.5% of all data is ever analysed and used, just imagine the potential here. 200 million photos are uploaded every day on Facebook, resulting in nearly 6 billion pictures every month. 
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				1. Volume – Continuously increasing amount or scale of data in terms of size. Year 2005 – 10ZB, year 2010 – 20 ZB, year 2015 – 30 ZB, year 2020 – 40 ZB (1 zettabyte = 1trillion gigabytes ) Volume is probably the best known characteristic of big data; this is no surprise, considering more than 90 percent of all today's data was created in the past couple of years. The current amount of data can actually be quite staggering. 

				2. Value – refers to the availability of information when needed. When we talk about value, we’re referring to the worth of the data being extracted. Having endless amounts of data is one thing, but unless it can be turned into value it is useless. While there is a clear link between data and insights, this does not always mean there is value in Big Data. The most important part of embarking on a big data initiative is to understand the costs and benefits of collecting and analyzing the data to ensure that ultimately the data that is reaped can be monetized. 

				3. Veracity – refers to the accuracy of the information found. Uncertainty in the data which may or may not be trusted because it may or may not be verified. The following 'ABC' company survey results are combination of positive, negative but a lot of people (NA) didn't participate in the survey. We might miss the important feedback.

				4. Visualisation – refers to the ability of the information to initiate decision-making. Once data is prepared and processed it has to be available in an understandable format. Having dozens of variables and presenting in an understandable format is one of the challenges of big data

				5. Variety – refers to how balanced the information is across different platforms and languages. Variety is defined as the different types of data we can now use. Data today looks very different than data from the past. We no longer just have structured data (name, phone number, address, financials, etc) that fits nice and neatly into a data table. Today’s data is unstructured. In fact, 80% of all the world’s data fits into this category, including photos, video sequences, social media updates, etc. New and innovative big data technology is now allowing structured and unstructured data to be harvested, stored, and used simultaneously

				6. Velocity is the speed at which data is being generated, produced, created, or refreshed.. Velocity refers to the speed at which data is being generated, produced, created, or refreshed. Sure, it sounds impressive that Facebook's data warehouse stores upwards of 300 petabytes of data, but the velocity at which new data is created should be taken into account. Facebook claims 600 terabytes of incoming data per day. Google alone processes on average more than "40,000 search queries every second," which roughly translates to more than 3.5 billion searches per day

				7. Viscosity – refers to the information’s ability to induce a call for action and top-of-mind recall. refers to the inertia when navigating through a data collection. For example due to the variety of data sources, the velocity of data flows and the complexity of the required processing.

				8. Virality – refers to the ability for it to go viral (gain quick and easy traffic). measures the speed at which data can spread through a network.

			

		

		
			
				Here comes the concept of big data.

			

		

		
			
				
					Pros

				

				
					Better decision-making

				

				
					Increased productivity

				

				
					Reduced costs

				

				
					Improved customer service

				

				
					Fraud detection

				

				
					Increased revenue

				

				
					Increased agility

				

				
					Cons

				

				
					Greater innovation

				

				
					Faster time to market

				

				
					Data Quality

				

				
					Need for talent

				

				
					Cultural change

				

				
					Compliance

				

				
					Cybersecurity Risks

				

				
					Rapid change

				

				
					Hardware needs

				

				
					Costs

				

				
					Difficulty integrating legacy systems
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						Activity

					

				

			

			
				
					Analyze your time spent on each activity in your last 24 hours. 
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				4.2

			

		

		
			
				What is Database?

			

		

		
			
				 

				- explain the concept of "relational database".
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				The world is full of data. Every app, every website or social network is full of data. And collection of information from several sources, that is specially organized for rapid search and retrieval, is called Database. 

				For example, on Facebook, they store data about who we are, who our friends are, and they are posting.

				On Instagram, they store information about profiles you follow, about your followers, likes, comments and other actions in that network.

				Databases are structured to make easier the storage, retrieval, modification, and deletion of data in cooperation with various data-processing operations. 

			

		

		
			
				Suppose, there is no such database system in college's. Accessing info of particular student among hundreds would be a difficult task. An individual has to manually search through all the records of students till they find the relevant person, and accessing his/her info on grades would be more complicated.

				Maintaining Database overcomes this problems. Users can just type in and get all the information regarding the relevant person quickly without any effort. This saves the valuable time.

			

		

		
			
				We need to use database almost in every single case, where we have to organize and maintain some information. We can handle little amount of data by ourselves, when preparing attendance list of class for example. But when it comes to big data, different sources of information, then it becomes a bit confusing. Here comes main advantage of databases, collecting and organizing data with certain order.

			

		

		
			
				Operating systems

			

		

		
			
				WHY WE NEED DATABASE?

			

		

		
			
				WHERE WE NEED DATABASE?
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				Practice 1
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				Create database of students in your class. Your table should contain name, surname, date of birth, hobby, height.
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				Practice 2
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				Analyze your database. How many students were born in the same month? How many of them have same hobbies? Etc.

				
					name

				

				
					surname

				

				
					date of birth

				

				
					hobby

				

				
					height

				

				
					Robert

				

				
					Downey Jr.

				

				
					04.04.65

				

				
					acting

				

				
					174

				

				
					Mark

				

				
					Zuckerberg

				

				
					14.05.84

				

				
					coding

				

				
					171

				

				
					Gabe

				

				
					Newell

				

				
					03.11.62

				

				
					video games

				

				
					170

				

			

		

		
			
				Databases come in many forms, but a popular type of database is called Relational Database. It store each kind of data in a Table, which is kind of like storing data in a spreadsheet. A row represents an item, and a column represents properties about that item. Relational database make it particularly easy to form relationship between tables. Relationships are a logical connection between different tables, established on the basis of interaction among these tables.

			

		

		
			
				• They store data

				• They store special information used to manage the data. This information is called metadata and it is not shown to all the people looking at the data.

				• They can solve cases where many users want to access (and possibly change) the same entries of data.

				• They manage access rights (who is allowed to see the data, who can change it)

				• When there are many users asking questions to the database, the questions must be answered faster. So, the last person to ask a question, can get an answer in reasonable time.

				• Certain attributes are more important than others, they can be used to find other data. This is called indexing. An index contains all the important data and can be used to find the other data.

				• They ensure that the data always has context (makes sense). There are a lot of different rules that can be added to tell the database system if the data makes sense. One of the rules might say November has 30 days. This means if someone wants to enter November 31 as a date, this change will be rejected.

				• Databases help programmers focus on algorithms and features by completing all the data storage and search work. Had there been no databases, the time taken to develop applications would be at least 10 times greater.

				• The term “Database Management Systems” or DBMS was coined in the late 1960s. Sometimes you may even refer a DBMS as a ‘database’.

			

		

		
			
				A software system used to maintain relational databases is a relational database management system (RDBMS). Virtually all relational database systems use SQL (Structured Query Language) for querying and maintaining the database.

			

		

		
			
				WHAT IS RELATIONAL DATABASE?

			

		

		
			
				WHAT DO DATABASE SYSTEMS DO?
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				4.3

			

		

		
			
				Overview of Database Fields

			

		

		
			
				 

				- formulate definitions of terms: field, record, index.
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					You will
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				A database is a collection of tables. Each table has fields, or containers, to hold the data. And each table contains rows of data, which are also called records.

				Consider a student table that stores data about students in a class:

			

		

		
			
				The fields in this table (which are the containers that hold the data) are:

				• student-id

				• student-name

				• student-email

				This table has 4 rows of data. Each row is a database record. A record for this table contains all the information about one student. Each of the columns of the table, (student-id, student-name and student-email) are the database fields. In this table record 1 is data about the student Bake, his student id is 007, and his email is b@email.com.

				Each database field defines a unique piece of data. A table contains only one field of each kind. For example the student table will have only one field each for student-id, student-name, and student-email. There will not be two student-id fields, for instance.

			

		

		
			
				
					student-id

				

				
					student-name

				

				
					student-email

				

				
					007

				

				
					Bake

				

				
					b@email.com

				

				
					008

				

				
					Make

				

				
					m@email.com

				

				
					009

				

				
					Alteke

				

				
					a@email.com

				

				
					010

				

				
					Yereke

				

				
					y@email.com
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				Example
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				The fields in the student table can be described as follows:

				• student-id: is an ID assigned to each of the students

				• student-name: is the first and last name of each student

				• student-email: is the email address of each student

				The database field names are descriptive of the data they contain. When you see the field student-id you can tell that this field contains the ID of each student. And when you see the student-email field, you can tell that this field contains the email address of each student.

				In the database table, each field is in a column. In the above example, student-id is in the first column, student-name is in the second column, and student-email is in the third column.

				When a database table is created, the fields have to be determined to help decide what kind of data will be stored in the table. This is like saying that when a house is built, you have to decide how many rooms there will be and what the function of each room is. For example, you would have a kitchen where you do your cooking, a living room where you relax in, and so on. Similarly, in the student table, you define a field, or container, called student-id to save the student ids of all students; you define a field, or container, called student-name to save the names of all students; and so on.
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				A database index allows a query to efficiently retrieve data from a database. Indexes are related to specific tables and consist of one or more keys. A table can have more than one index built from it. The keys are a fancy term for the values we want to look up in the index. The keys are based on the tables’ columns. By comparing keys to the index it is possible to find one or more database records with the same value.

			

		

		
			
				Example of index in Database: All karaoke joints I’ve been to provide songbooks that contain the list of songs you can sing. The pages are organized like a database table, usually with 3 columns: song title, artist, and code. The code is what you enter into the system to bring up the karaoke track. And there are usually two songbooks: one sorted by artist name and one sorted by song title. That way you can either think of an artist you want to sing and then look through their songs, or look up a specific song title you know you want to sing or in case you don’t know the artist’s name. These songbooks are like indexes for the database of songs. They provide a sorted list of data that is easily searchable by relevant information. There isn’t an index for the code column because that information is not relevant information that you would search by.

			

		

		
			
				What is INDEX?
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				Practice
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				Create your own table of last bts results of your class. Make search using indexes, which are subjects(i.e. math, physics, informatics)
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				4.4

			

		

		
			
				Keys in Database

			

		

		
			
				 

				- identify the primary key in the database.
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					You will
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				A key is a field, or combination of fields, in a database table used to retrieve and sort rows in the table based on certain requirements. Keys are defined to speed up access to data and, in many cases, to create links between different tables.

			

		

		
			
				In real world applications, number of tables required for storing the data is huge, and the different tables are related to each other as well.

				Also, tables store a lot of data in them. Tables generally extends to thousands of records stored in them, unsorted and unorganised.

				Now to fetch any particular record from such dataset, you will have to apply some conditions, but what if there is duplicate data present and every time you try to fetch some data by applying certain condition, you get the wrong data. How many trials before you get the right data?

				To avoid all this, Keys are defined to easily identify any row of data in a table.

			

		

		
			
				Let's take a simple Student table, with fields student_id, name, phone and age.

			

		

		
			
				Candidate keys are defined as the minimal set of fields which can uniquely identify each record in a table. It is an attribute or a set of attributes that can act as a Primary Key for a table to uniquely identify each record in that table. There can be more than one candidate key.

				In our example, student_id and phone both are candidate keys for table Student.

				• A candiate key can never be NULL or empty. And its value should be unique.

				• There can be more than one candidate keys for a table.

				• A candidate key can be a combination of more than one columns(attributes).

			

		

		
			
				A primary key is a special relational database table column (or combination of columns) designated to uniquely identify all table records.

				A primary key’s main features are:

				• It must contain a unique value for each row of data.

				• It cannot contain null values.

			

		

		
			
				
					student_id

				

				
					name

				

				
					phone

				

				
					age

				

				
					1

				

				
					A-bek

				

				
					9876723452

				

				
					17

				

				
					2

				

				
					A-bek

				

				
					9991165674

				

				
					19

				

				
					3

				

				
					B-bek

				

				
					7898756543

				

				
					18

				

				
					4

				

				
					C-bek

				

				
					8987867898

				

				
					19

				

				
					5

				

				
					D-bek

				

				
					9990080080

				

				
					17

				

			

		

		
			
				WHAT IS THE KEY IN DATABASE?

			

		

		
			
				WHY WE NEED A KEY?

			

		

		
			
				Let's try to understand about all the keys using a simple example.

			

		

		
			
				Candidate Key

			

		

		
			
				Primary Key
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				A primary key is either an existing table column or a column that is specifically generated by the database according to a defined sequence.

				Primary key is a candidate key that is most appropriate to become the main key for any table. It is a key that can uniquely identify each record in a table.

			

		

		
			
				Key that consists of two or more attributes that uniquely identify any record in a table is called Composite key. But the attributes which together form the Composite key are not a key independentely or individually.

			

		

		
			
				The candidate key which are not selected as primary key are known as secondary keys or alternative keys.

			

		

		
			
				For the table Student we can make the student_id column as the primary key.

			

		

		
			
				Composite Key

			

		

		
			
				Secondary or Alternative key
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					Practice
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					Take a look at your previous tables and databases. Define primary,secondary, component and candidate keys. Explain your decisions.
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				4.5

			

		

		
			
				introduction to mysql

			

		

		
			
				 

				- define data types in a SQL database.
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				Data types define the nature of the data that can be stored in a particular column of a table

				MySQL has 3 main categories of data types namely

				1. Numeric,

				2. Text

				3. Date/time.

			

		

		
			
				Numeric data types are used to store numeric values. It is very important to make sure range of your data is between lower and upper boundaries of numeric data types.

			

		

		
			
				MySQL Database

				MySQL is a fast, easy-to-use RDBMS(Relational DataBase Management System) being used for many small and big businesses. MySQL is developed, marketed and supported by MySQL AB, which is a Swedish company. MySQL is becoming so popular because of many good reasons

				MySQL is released under an open-source license. So you have nothing to pay to use it.

				MySQL is a very powerful program in its own right. It handles a large subset of the functionality of the most expensive and powerful database packages.

				MySQL works very quickly and works well even with large data sets.

				MySQL uses a standard form of the well-known SQL data language.

				MySQL supports large databases, up to 50 million rows or more in a table. The default file size limit for a table is 4GB, but you can increase this (if your operating system can handle it) to a theoretical limit of 8 million terabytes (TB).

			

		

		
			
				DATA TYPES

			

		

		
			
				Numeric Data types
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				• Cost - Free!

				• Support - Online tutorials, forums, mailing list (lists.mysql.com), paid support contracts.

				• Speed - One of the fastest databases available. ([1])

				• Functionality - supports most of ANSI SQL commands.

				• Ease of use - less need of training / retraining.

				• Portability - easily import / export from Excel and other databases

				• Scalable - Useful for both small as well as large databases containing billions of records and terabytes of data in hundreds of thousands of tables.

				• Permission Control - selectively grant or revoke permissions to users.

			

		

		
			
				
					TINYINT( )

				

				
					-128 to 127 normal

					0 to 255 UNSIGNED.

				

				
					SMALLINT( )

				

				
					-32768 to 32767 normal

					0 to 65535 UNSIGNED.

				

				
					MEDIUMINT( )

				

				
					-8388608 to 8388607 normal

					0 to 16777215 UNSIGNED.
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				As data type category name implies these are used to store text values. Always make sure you length of your textual data do not exceed maximum lengths.

			

		

		
			
				Apart from above there are some other data types in MySQL.

			

		

		
			
				Date / Time

			

		

		
			
				Text Data Types

			

		

		
			
				
					INT( )

				

				
					-2147483648 to 2147483647 normal

					0 to 4294967295 UNSIGNED.

				

				
					BIGINT( )

				

				
					-9223372036854775808 to 9223372036854775807 normal

					0 to 18446744073709551615 UNSIGNED.

				

				
					FLOAT

				

				
					A small approximate number with a floating decimal point.

				

				
					DOUBLE( , )

				

				
					A large number with a floating decimal point.

				

				
					DECIMAL( , )

				

				
					A DOUBLE stored as a string , allowing for a fixed decimal point. Choice for storing currency values.

				

			

		

		
			
				
					CHAR( )

				

				
					A fixed section from 0 to 255 characters long.

				

				
					VARCHAR( )

				

				
					A variable section from 0 to 255 characters long.

				

				
					TINYTEXT

				

				
					A string with a maximum length of 255 characters.

				

				
					TEXT

				

				
					A string with a maximum length of 65535 characters.

				

				
					BLOB

				

				
					A string with a maximum length of 65535 characters.

				

				
					MEDIUMTEXT

				

				
					A string with a maximum length of 16777215 characters.

				

				
					MEDIUMBLOB

				

				
					A string with a maximum length of 16777215 characters.

				

				
					LONGTEXT

				

				
					A string with a maximum length of 4294967295 characters.

				

				
					LONGBLOB

				

				
					A string with a maximum length of 4294967295 characters.

				

			

		

		
			
				
					DATE

				

				
					YYYY-MM-DD

				

				
					DATETIME

				

				
					YYYY-MM-DD HH:MM:SS

				

				
					TIMESTAMP

				

				
					YYYYMMDDHHMMSS

				

				
					TIME

				

				
					HH:MM:SS

				

			

		

		
			
				
					ENUM

				

				
					To store text value chosen from a list of predefined text values

				

				
					SET

				

				
					This is also used for storing text values chosen from a list of predefined text values. It can have multiple values.

				

				
					BOOL

				

				
					Synonym for TINYINT(1), used to store Boolean values

				

				
					BINARY

				

				
					Similar to CHAR, difference is texts are stored in binary format.

				

				
					VARBINARY

				

				
					Similar to VARCHAR, difference is texts are stored in binary format.
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					Practice 
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					Take a look at your previous tables and define data types of fields.

					Which data types you can add to existing ones?
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				4.6

			

		

		
			
				Let’s create our FIRST Database using SQL

			

		

		
			
				 

				- create a one-table database.
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					You will
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				1. First of all, open MySql Workbench. 

				2. Click on “Local instance MySQL80” button in “MySQL Connections

			

		

		
			
				3. This window should appear on your screen SCHEMAS TAB – field where our databases and table are shown.Query tab – our commands and codes will be written here.Output tab – like in C++, it sends us messages about our code(error, success)

				4. Let’s create database which will store data about our favourite films. To run the code, click on lightning icon. You see, that our code is right and there are no errors. On left side in schema tab, click on refresh button and you will see our database. 

				You can notice that there are no tables yet. So, let’s create them right now. 

			

		

		
			
				5. First of all, double-click on database name. Font must become bold. Then, go to query tab and write commands in order to create table of horror films. We have to provide datatype of each column. Table must contain at least 1 column.

				CREATE TABLE table_name (

				 column1 datatype,

				 column2 datatype,

				 column3 datatype,

				 ....

				);

				Look at the example below. Let’s take a look at code line by line.

				1) Creating a table named “horrors”

				2) Column name is “ID” and datatype in it is int. AUTO_INCREMENT means that it is unnecessary to insert data in this field, and it will automatically increase by 1 after each insertion.

				3) Column name is “movie_Title”, datatype –varchar. NOT NULL means that this field must not remain unfilled.

				4) Column for main character of movie(i.e. Iron Man, Bruce Wayne)

				5) On this line release_date refers to date when this movie was released. Date in SQL is entered in yyyy-mm-dd format.

				6) PRIMARY KEY(ID) on the 6th line to define which field we will set as primary key. (look at previous chapters)

				Run this code and you will see your table on the left side, in SCHEMAS tab, inside of favourite_films database.
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				Practice 
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				Create database of students in your school. In that database create table with information of students in your class. (ID, First_Name, Last_name, Birthdate, Hobby etc.)

			

		

		
			
				In Query tab, type code below and run it to see your table. 

			

		

		
			
				The SELECT statement is used to select data from a database.

				The data returned is stored in a result table, called the result-set.

				* sign in “select * ” refers to all columns 

				<<

				SELECT column1, column2, ...

				FROM table_name;

				>>

			

		

		
			
				How can I see my table?
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				4.7

			

		

		
			
				How can I insert data in my existing table?

			

		

		
			
				Let’s do some operations with our table of class. Now we will add data in id, First_Name, Last_Name ,Birthdate and Hobby fields. 

				First of all let’s take a look at our table using SELECT statement:

				<<

					SELECT * from database_name.table_name;

				>>

				Here, database_name is ‘students’ and table_name is ‘7a_class’. We can see that our fields are empty.

			

		

		
			
				To check whether we added data correctly, let’s use SELECT statement for 7a_class table:

			

		

		
			
				To add data in fields we should use INSERT INTO statement. 

				Make sure that you are inserting appropriate datatype in fields. For example, in column with varchar datatype you should enter data in quotes(“”).

				If column has date datatype, you enter date in “yyyymmdd” format(i.e. 16 July of 1988 should be entered like 19880716) without quotes(“”).

				In int datatype columns enter numbers without quotes(“”).

				<<

				INSERT INTO table_name (column1, column2, column3, ...)

				VALUES (value1, value2, value3, ...);

				>>

				Let’s imagine that Dimash Kudaibergen studies in 7a class. That is the way we add information about him in our table:

			

		

		
			
				 

				- create a one-table database.
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				Notice that “id” field is auto-filled, because on previous lesson we used AUTO_INCREMENT statement. By default, it starts from 1 and increments by 1.

				In order to add multiple data, we just add parenthesis and comma like this:

				<<

					INSERT INTO table_name(column1,column2…)

					values(value1,value2…),

					(value1,value2…),

					(value1,value2…);

				>>

				For instance, add information about 3 people in our existing table with information about Dimash Kudaibergen. 

			

		

		
			
				Now to see our table let’s use familiar SELECT statement, and this is what will appear. Table with data about 4 people and automatically filled ‘id’ field .
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				Practice 
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				Practice. In your existing database “students”, in your existing table of class, add data about students in your class. Use different data types, such as varchar, int, date etc. 

			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

	
		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			
				88

			

		

		
			
				4.8

			

		

		
			
				OPERATIONS WITH SELECT STATEMENT

			

		

		
			
				 

				- create a one-table database.
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				The SELECT statement is used to select data from a database

				SYNTAX:

				<<

				SELECT column1, column2, ...

				FROM table_name;

				>>

				column1,column2 are names of fields you want to select data from. If you want to select all of fields in table, use * sign:

				<<

				SELECT *

				FROM table_name;

				>>

				Example: this is table of employees in company. 

			

		

		
			
				In order to display only Last_name and age fields, we should type code like this:

				<<

				SELECT Last_name,age

				FROM employees;

				>>

			

		

		
			
				Result would look like this: 

			

		

		
			
				NOTE: order of your requests matters. i.e. if you write :

				<< 

				select age,Last_name

				from employees;

				>>

				 Output columns will interchange: 
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				Distinct means recognizably different from something else of a similar type. In a table, a field contains duplicate(same) values, and sometimes we need to list only different values. So, SELECT DISTINCT is used to return only distinct (different) values.

				<<

				SELECT DISTINCT column1,column2

				FROM table_name;

				>>

				To see difference between “SELECT” and “SELECT DISTINCT”, let’s try them both:

			

		

		
			
				WHERE CLAUSE, and WHERE we use WHERE

				WHERE is used to filter what we want to manage inside of table.

				<<

				SELECT column1,column2,column3…

				FROM table_name

				WHERE condition

				>>

				Only those columns will be extracted, that satisfy certain conditions. 

				Let’s use WHERE clause to display first name of employees, who has salary equaled to 1800. Result is that only Amirkhan and Mirus has salary of 1800.

			

		

		
			
				SELECT DISTINCT

			

		

		
			
				 SELECT 

			

		

		
			
				SELECT DISTINCT
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				Practice 1 

			

		

		
			
				Practice 2 

			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				Use SELECT and SELECT DISTINCT to display data form your class table. See difference.

			

		

		
			
				Use WHERE to extract specific data from table of students in your class. Play with it, try different conditions.
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				4.9

			

		

		
			
				Operators in WHERE clause

			

		

		
			
				 

				- create a one-table database.
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					You will
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					=

				

				
					Equal

				

				
					<>

				

				
					Not equal

				

				
					>

				

				
					Greater than

				

				
					<

				

				
					Less than

				

				
					>=

				

				
					Greater than or equal

				

				
					<=

				

				
					Less than or equal

				

				
					Between

				

				
					Between a certain range

				

				
					Like

				

				
					Search for a pattern

				

				
					In

				

				
					To specify multiple possible values for a column

				

			

		

		
			
				“=” operator.

			

		

		
			
				NOTE: if datatype of column you are looking for is varchar, you should use quotes(“”,’’). ‘<>’ operator works in opposite way. 

			

		

		
			
				“>”, “<”, “<=”, “>=” operators.
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				Practice 1 
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				Use =,<>,>,<,<=,>= operators in your existing table of students.
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				When searching between text values, it depends on ascending order of alphabet. Also text must be represented in quotes(“”).

			

		

		
			
				LIKE operator

				The LIKE operator is used in a WHERE clause to search for a specified pattern in a column.

				There are two wildcards used in conjunction with the LIKE operator:

				•	% - The percent sign represents zero, one, or multiple characters

				•	_ - The underscore represents a single character

				You can also combine “%” and “_” signs.

				<<

				SELECT column1,column2

				FROM table_name

				WHERE column LIKE pattern;

				>>

			

		

		
			
				BETWEEN operator

				Between is used to to select values in given range. İt can be text,number or date values.

				NOTE: begin and end values are included

				<<

				SELECT column1,column2

				FROM table_name

				WHERE column BETWEEN value1 AND value2;

				>>
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				Practice 2 
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				Use BETWEEN operator with int,date and text values in your table
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				4.10

			

		

		
			
				Operators in WHERE clause

			

		

		
			
				
					LIKE ‘a%’

				

				
					Finds values that start with ‘a’

				

				
					LIKE ‘%a’

				

				
					Finds values that end with ‘a’

				

				
					LIKE ‘%abc%’

				

				
					Finds values that have ‘abc’ in any position

				

				
					LIKE ‘_a%’

				

				
					Finds values that have ‘a’ in second position. If there are ‘__a%’, searches for a in third position

				

				
					LIKE ‘a_%_%_%’

				

				
					Finds values that start with ‘a’ and at least 4 characters in length

				

				
					LIKE ‘a%b’

				

				
					Finds values that start with ‘a’ and end with ‘b’

				

				
					Between

				

				
					Between a certain range

				

			

		

		
			
				EXAMPLE:

				On the picture, we look for First names that start with “D”. 

			

		

		
			
				IN operator

				The IN operator is used to specify multiple values in a WHERE clause. IN operator is shorthand for multiple OR conditions. 

				<<

				SELECT column1,column2

				FROM table_name

				WHERE column IN (value1,value2);

				>>

				In pictures below, there is made operation to extract columns, where age is equals to 25, 30 or 31.
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				Practice 1
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				Use LIKE operator to search data by different patterns.

			

		

		
			
				 

				- use structured query language (SQL) to select data from a table
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					You will
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				AFTER Creating table and INSERTing there data, you may want to change some information inside table. SQL has statements to perform such kind of operations.

				UPDATE is used to modify the existing records in table.

				<<

				UPDATE table_name

				SET column1=value1, column2=value2…

				WHERE condition;

				>>

				NOTE: Be careful when updating data in table! Use WHERE to specify which records should be updated. Otherwise, all records in the table will be updated!

				1) Take a look at existing table.

			

		

		
			
				2) Change age and salary of Mark Ruffalo.

			

		

		
			
				3) Look at updated table.

			

		

		
			
				DELETE statement is used to delete existing records in table. 

				<<

				DELETE

				FROM table_name

				WHERE condition ;

				>>

				NOTE: Be careful! Do not omit WHERE clause. Otherwise, all records will be deleted.

				Let’s delete all records where age equals to 30 in “employees” table.

			

		

		
			
				1) Write the code. 

				2) Run the code.

			

		

		
			
				3) Display table after deleting records.
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				Practice 3
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				Use ORDER BY keyword in your table. Try different sorting operation by name,surname,age in ascending and descending order.
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				Practice 2 
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				Use UPDATE and DELETE statements in your tables. For example, update hobbies of all ‘Azamat’s in your class. Delete everyone who is older than 16.
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				IN + SELECT 

				<<

				SELECT * 

				FROM table1

				WHERE column IN (SELECT column from table2);

				>>

				To understand this better, let’s look at example. 

			

		

		
			
				ORDER BY sorts records in ascending order by default. To sort records in descending order, use DESC keyword.

				<<

				SELECT column_name

				FROM table_name

				ORDER BY column1,column2… DESC;

				>>
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				Practice 1
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				Use IN operator to extract columns that satisfy different conditions.
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				4.11

			

		

		
			
				Operators in WHERE clause

			

		

		
			
				 

				- use structured query language (SQL) to select data from a table
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					You will
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				NOT:

				<<

				SELECT column_name

				FROM table_name

				WHERE NOT condition;

				>>

			

		

		
			
				AND, OR and NOT operators can also be used in combination. For example, to display fields where first_name must be “Raim” or age must be 23 or 2000, code below is used:
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				Practice 2 
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				Use AND,OR and NOT operators in your table. Try to combine them in different ways.
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				4.12

			

		

		
			
				MIN() and MAX() Functions.

			

		

		
			
				 

				- use structured query language (SQL) to select data from a table
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					You will
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				• The MIN() function returns the smallest value of selected field

				• Respectively, the MAX() returns the largest one.

				<<

				SELECT MIN(column_name)|MAX(column_name)

				FROM table_name

				>>

			

		

		
			
				In the same way, we extract largest value, with max() function. Also, you can combine min() and max() with conditions in WHERE clause.

				COUNT(), AVG() and SUM() functions

				• COUNT() returns the number of records that satisfy the given condition

				<<

				SELECT COUNT(column_name)

				FROM table_name

				WHERE condition ;

				>>

				To see how many people employees in company has salary less than 1700, we can use count() function:

			

		

		
			
				• AVG() is used to with numeric column and returns average value of column.
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				• SUM() returns total sum of numeric column

				<<

				SELECT SUM(column_name)

				FROM table_name ;

				>>

				Sum() function can be used to calculate how much money is paid for workers every month:

			

		

		
			
				ALIAS

				Aliases are defined for columns and tables. Basically aliases is created to make the column selected more readable. 

				<<

				SELECT column_name AS alias_name

				FROM table_name ;

				>>

				To display salary column as ‘aqsha’ we type code below:

			

		

		
			
				Also we can give multiple alias_names to multiple column_names, just by separating them with comma(,):

				<<

				SELECT column_name1 AS alias_name1, column_name2 AS alias_name2

				FROM table_name ;

				>>

			

		

		
			
				You also can combine different columns in one and give one name to all of them. To do it, in addition to “AS”, you should use CONCAT() command:

				<<

				SELECT CONCAT(column1,column2…) AS alias_name

				FROM table_name ;

				>>

			

		

		
			
				NOTE: To give column a temporary name with spaces in it, use quotes(“”). ALIAS(AS) gives TEMPORARY name to column without changing it.
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				Practice 
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				Use count,avg,sum functions. Combine them with alias functions.
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				4.13

			

		

		
			
				SQL Join function

			

		

		
			
				SQL Joins.

				A SQL Join statement is used to combine data or rows from two or more tables based on a common field between them. Different types of Joins are:

				• INNER JOIN

				• LEFT JOIN

				• RIGHT JOIN

				• FULL JOIN

				Suppose, that we have two tables.	

			

		

		
			
				The INNER JOIN keyword selects records that have matching values in both tables. This keyword will create the result-set by combining all rows from both the tables where the condition satisfies i.e value of the common field will be same

				<<

			

		

		
			
				Courses. 

			

		

		
			
				studentList

			

		

		
			
				
					CHAR( )

				

				
					A fixed section from 0 to 255 characters long.

				

				
					VARCHAR( )

				

				
					A variable section from 0 to 255 characters long.

				

				
					TINYTEXT

				

				
					A string with a maximum length of 255 characters.

				

				
					TEXT

				

				
					A string with a maximum length of 65535 characters.

				

				
					BLOB

				

				
					A string with a maximum length of 65535 characters.

				

				
					MEDIUMTEXT

				

				
					A string with a maximum length of 16777215 characters.

				

				
					MEDIUMBLOB

				

				
					A string with a maximum length of 16777215 characters.

				

				
					LONGTEXT

				

				
					A string with a maximum length of 4294967295 characters.

				

				
					LONGBLOB

				

				
					A string with a maximum length of 4294967295 characters.

				

			

		

		
			
				
					student_id

				

				
					login

				

				
					address

				

				
					age

				

				
					1

				

				
					name_A

				

				
					address_A

				

				
					17

				

				
					2

				

				
					name_B

				

				
					address_B

				

				
					18

				

				
					3

				

				
					name_C

				

				
					address_C

				

				
					19

				

				
					4

				

				
					name_D

				

				
					address_D

				

				
					20

				

				
					5

				

				
					name_E

				

				
					address_E

				

				
					21

				

				
					6

				

				
					name_F

				

				
					address_F

				

				
					22

				

				
					7

				

				
					name_G

				

				
					address_G

				

				
					23

				

				
					8

				

				
					name_H

				

				
					address_H

				

				
					24

				

			

		

		
			
				 

				- use structured query language (SQL) to select data from a table
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				SELECT table1.column1,table1.column2,table2.column1,....

				FROM table1 

				INNER JOIN table2

				ON table1.matching_column = table2.matching_column;

				 >>

				In our example matching column is “student_id”. This query will show the names and addresses of students enrolled in different courses.

			

		

		
			
				RIGHT JOIN: RIGHT JOIN is similar to LEFT JOIN. This join returns all the rows of the table on the right side of the join and matching rows for the table on the left side of join. The rows for which there is no matching row on left side, the result-set will contain null. RIGHT JOIN is also known as RIGHT OUTER JOIN. 

			

		

		
			
				FULL JOIN: FULL JOIN creates the result-set by combining result of both LEFT JOIN and RIGHT JOIN. The result-set will contain all the rows from both the tables. The rows for which there is no matching, the result-set will contain NULL values.
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				4.14

			

		

		
			
				Group by function

			

		

		
			
				GROUP BY

				The GROUP BY Statement in SQL is used to arrange identical data into groups with the help of some functions (COUNT, MAX, MIN, SUM, AVG).

				• GROUP BY clause is used with the SELECT statement.

				• In the query, GROUP BY clause is placed after the WHERE clause.

				• In the query, GROUP BY clause is placed before ORDER BY clause if used any.

			

		

		
			
				<<

				SELECT column1, function_name(column2)

				FROM table_name

				WHERE condition

				GROUP BY column1, column2

				ORDER BY column1, column2;

				>>

			

		

		
			
				Group By single column: Group By single column means, to place all the rows with same value of only that particular column in one group. 

				Let’s use well-known table ‘employee’

			

		

		
			
				Suppose, that we need to define how many employees have same salary. In order to that, we use group by statement:

			

		

		
			
				Group By multiple columns: Group by multiple column is say for example, GROUP BY column1, column2. This means to place all the rows with same values of both the columns column1 and column2 in one group.

			

		

		
			
				
					ID

				

				
					First_name

				

				
					Last_name

				

				
					age

				

				
					salary

				

				
					1

				

				
					Mark

				

				
					Ruffalo

				

				
					27

				

				
					1500

				

				
					2

				

				
					Adam

				

				
					Johns

				

				
					31

				

				
					1400

				

				
					3

				

				
					Arman

				

				
					Suleimenov

				

				
					25

				

				
					4500

				

				
					4

				

				
					Mirus

				

				
					Kurmashev

				

				
					26

				

				
					1800

				

				
					5

				

				
					Adam

				

				
					Heisenberg

				

				
					25

				

				
					1500

				

				
					6

				

				
					Bruce

				

				
					Wayne

				

				
					31

				

				
					4500
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				- use structured query language (SQL) to select data from a table
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				count(*) refers to count() everything that came before.

				In our ‘employee’ table , we don’t have condition where persons with same name has same salary, so count(*) field is equals to 1 everywhere.

			

		

		
			
				We know that WHERE clause is used to place conditions on columns but what if we want to place conditions on groups?

				This is where HAVING clause comes into use. We can use HAVING clause to place conditions to decide which group will be the part of final result-set. Also we can not use the aggregate functions like SUM(), COUNT() etc. with WHERE clause. So we have to use HAVING clause if we want to use any of these functions in the conditions.

			

		

		
			
				<<

				SELECT column1, function_name(column2)

				FROM table_name

				WHERE condition

				GROUP BY column1, column2

				HAVING condition

				ORDER BY column1, column2;

				 >>

			

		

		
			
				HAVING CLAUSE
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				“Display first name, salary and average of age from table ’employees’ if First name is “Adam” or “Bruce”. Group them by names, whose average age is greater than 30”.

				We have 2 “Adam” in table, 31 and 25 years old. Average of their age is 28. Therefore only Bruce is extracted from table.

			

		

		
			
				4.15

			

		

		
			
				SELECT INTO STATEMENT

			

		

		
			
				The SELECT INTO statement copies data from one table into a new table.

				The INSERT INTO SELECT statement copies data from one table and inserts it into another table.

				• INSERT INTO SELECT requires that data types in source and target tables match

				• The existing records in the target table are unaffected

				<<

				INSERT INTO table2

				SELECT * FROM table1

				WHERE condition ;

				>>

				These are two tables ‘employees’ and ‘table_two’

			

		

		
			
				To copy First name,age and salary from table_two and paste it to employee table, code below is used:

			

		

		
			
				The result is seen here. ID is added automatically, because of AUTO_INCREMENT statement. Last_name’s remain NULL.

			

		

		
			
				 

				- use structured query language (SQL) to select data from a table
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				The CASE statement goes through conditions and return a value when the first condition is met (like an IF-THEN-ELSE statement). So, once a condition is true, it will stop reading and return the result. If no conditions are true, it returns the value in the ELSE clause.

				If there is no ELSE part and no conditions are true, it returns NULL.

				<<

				CASE

					WHEN condition1 THEN result1

					WHEN condition2 THEN result2

					ELSE result3

				END

				>>

				Let’s create condition, when salary less than 2000 is not enough for employees in company. To check whether a worker has enough salary or not, use CASE statement:

			

		

		
			
				Suppose that one of columns contains null values…

				<<

				SELECT column1, column2 * (column3 + column 4)

				FROM table_name;

				>>

				If any column4 contains NULL values, the result will be NULL.

				To prevent it IFNULL() function is used. It lets return another value, if result is NULL:

				<<

				SELECT column1,column2 * (column3 + IFNULL(column4,0))

				FROM table_name;

				>>

			

		

		
			
				The SQL CASE Statement

			

		

		
			
				IFNULL() FUNCTION
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				CHECK YOURSELF
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				1. Which statement is wrong about PRIMARY KEY constraint in SQL?

				A) The PRIMARY KEY uniquely identifies each record in a SQL database table

				B) Primary key can be made based on multiple columns

				C) Primary key must be made of any single columns

				D) Primary keys must contain UNIQUE values.

				2. Which is/are correct statements about primary key of a table?

				A) Primary keys can contain NULL values

				B) Primary keys cannot contain NULL values.

				C) A table can have only one primary key with single or multiple fields

				D) A table can have multiple primary keys with single or multiple fields

				 

				3. In existing table, ALTER TABLE statement is used to

				A) Add columns

				B) Add constraints

				C) Delete columns

				D) Delete constrains

				E) All of the above

				 4. SQL Query to delete all rows in a table without deleting the table (structure, attributes, and indexes)

				A) DELETE FROM table_name;

				B) DELETE TABLE table_name;

				C) DROP TABLE table_name;

				D) NONE

			

		

		
			
				5. Wrong statement about UPDATE keyword is

				A) If WHERE clause in missing in statement the all records will be updated.

				B) Only one record can be updated at a time using WHERE clause

				C) Multiple records can be updated at a time using WHERE clause

				D) None is wrong statement

				6. Wrong statement about ORDER BY keyword is

				A) Used to sort the result-set in ascending or descending order

				B) The ORDER BY keyword sorts the records in ascending order by default.

				C) To sort the records in ascending order, use the ASC keyword.

				D) To sort the records in descending order, use the DECENDING keyword.

				7. Correct syntax query syntax to drop a column from a table is

				A) DELETE COLUMN column_name;

				B) DROP COLUMN column_name;

				C) ALTER TABLE table_name DROP 

				D) COLUMN column_name;

				E) None is correct.

				8. If you want to allow age of a person > 18 in the column Age of table Person, then which constraint will be applied to AGE column.

				A) Default

				B) Check

				C) NOT NULL

				D) None
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				CHAPTER

			

		

		
			
				Web programming

			

		

		
			
				5

			

		

		
			
				5.1. Intro to web programming

				5.2. Web site structure

				5.3. Styling a website(Part 1)

				5.4. Styling a website(Part 2)

				5.5. Align elements with css(Part 2) 5.6. Align elements with css(Part 2)

				5.7. Intro to JavaScript

				5.8. JavaScript Output & Variables

			

		

		
			
				5.9. JavaScript assignment Operator & Data Type

				5.10. JavaScript operators 

				5.11. JavaScript Comparison and Logical Operators

				5.12. JavaScript Loops

				Check yourself
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				Intro to web programming

			

		

		
			
				 

				- learn meanings of HTML, CSS and JavaScript

				- understand structure of a web page
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						How were websites made?
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					You will

				

			

			
				
					[image: ]
				

				
					[image: ]
				

				
					[image: ]
				

			

		

		
			
				5.1

			

		

		
			
				So HTML, CSS, and JavaScript they are components of programming aimed to create websites and web applications. HTML, CSS, and JavaScript they work together. Each has own impact on the website. 

				Hypertext markup language is also known as HTML. You construct the website by using HTML language. You determine how and where you will place each object, image, and text on the webpage.

				Developers use CSS language to apply styling commands to the constructed HTML web page. CSS can change colors of items, apply alignment to each part/block of the web page. Web developers always try to effectively combine HTML with CSS. 

				JavaScript today is the most usable and applicable language. Cause most of the web technologies have made by JavaScript. JavaScript can apply functionality and interactivity to your web page. It can make an effect to each part of the webpage. You can create games and draw by using JavaScript.
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					Keep in mind

				

			

		

		
			
				About devtool of Google Chrome.

			

		

		
			
				What are the meanings of HTML, CSS, and JavaScript?

			

		

		
			
				How is web page constructed?

			

		

		
			[image: ]
		

	
		
			
				107

			

		

		
			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

			
				[image: ]
			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				As you have seen we use <a> tag to assign text "Kundelik" as a link to the web page. We use "href" attribute to define the following link. Then we type close tag </a> to complete tag. But not all tags should have a closing tag. 

				<html> is the main of each web page. Then web page divided into two parts head and body. We use <head>...</head> tag assign head part and <body>...</body> to assign body part of the web page.

			

		

		
			
				As you have mentioned from the practice #1, each web page has the tree structure. If you click on each arrow, you will recognize that inside you have other items on the web page.

			

		

		
			
				These items are called tags. You create the web page by applying tags. A tag is divided into two part element and attribute.
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					1. Why do we use HTML, CSS, and JavaScript?

					2. What is the structure of the website like?

					3. How do web developers use tags?
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						Literacy

					

				

				
					
						[image: ]
					

					
						[image: ]
					

				

			

		

		
			[image: ]
		

		
			[image: ]
		

		
			[image: ]
		

		
			
				Practice 1
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				In this practice, you will try to analyze the structure of the kundelik.kz web page. 

				1. Open the webpage kundelik.kz with Google Chrome web browser.

				2. Press right mouse button on the webpage and choose "inspect" option. This window will appear.

				3. Hover with your mouse on each element within "inspect" option. As you notice some parts of the webpage filled with the dark grey rectangle. It means that pointed part of the HTML code refers to the filled section of the webpage. 

				4. Open some parts of the webpage code. Try to understand what you see in the parts of the webpage. 

				5. Discuss with your classmates these questions.

				a. What is the structure of the website like?

				b. Can you identify main keyword codes?
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					Practice 2
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					There is HTML code given to you. Complete following tasks.

					<html>

						<head></head>

						<body>

						<div>

						<img src = “myphoto.jpg”>

						</div>

						<div>

						<h1>This is web site about myself</h1>

						<a href = “mysite.com”>Click here</a>

						</div>

					</body>

					</html>

					1. How many tags does this html code has?

					2. How many attributes was applied here?

					3. Apply structure of this html code as a tree with tags.
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				Open Sublime Text 3 application

			

		

		
			
				Web site structure

			

		

		
			
				 

				- apply html tags to create a structure of a web page;

				- apply html tags to insert basic elements to a web page.
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					How can I create my own portfolio website?
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					You will
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				5.2

			

		

		
			
				In the following lessons, we will cover how to create the webpage presented above. We will start constructing a structure of the webpage with HTML. First, we will create a rough structure of the webpage. Then we will apply CSS to change a style of each component of the website.

				Web developers use several programs, while they design websites. Here the list of some applications that you can use:

				Sublime text;

				Dreamweaver;

				Visual Studio, etc.

				Actually, it doesn't matter which developer tool you will choose it's up to you, how developer application comfortable to you. You can use notepad application to type code of the webpage. Cause of a web browser produces HTML code to user's appearance. However, it's so difficult to use notepad. Because of notepad hasn't auto-indentation of tags, and can't give user possible commands during coding a website. It will be better if you will choose a developer tool application.

				We will use sublime text application to create a self-portfolio website.

			

		

		
			
				Creating a website.

			

		

		
			
				Constructing with HTML
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					Practice 1
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					Open a browser and download at least 5 images. There should be 1 logo image, 1 image for title and 3 images which will describe you.
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				Figure 1
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				Now we will start to create a website. First, each website should have own directory. Create a folder and name it "MyPortfolio". Inside create three folders and name them: "images", "css", and “js". (Figure 1)

				We will save images that we will use in our website inside "images" folder. Our style files inside "css" folder, and javascript files inside "js" folder.
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				Practice 2
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				Choose from Project menu Add Folder to Project (Figure 2)

				Right click on “MyPortfolio” directory and choose “New file” option. Then opened file Save as “index.html”. Cause each main web page of website is called “index.html” (Figure 3 and Figure 4)

			

		

		
			
				Now let's start typing an HTML code. In the first row, we declare that our document will an HTML document. Then we open an HTML tag. As we introduced in the previous lesson, each webpage should consist of head and body. Also these tags should be closed. Inside head part, we declare title of the webpage, and type a standard command "charset utf8". 
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					1. How can you write an HTML code?

					2. Describe steps to create a project with Sublime Text 3.

					3. What tags do you use to make construction of the webpage?

					4. What tags do you use to insert an image to webpage?
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					Keep in mind

				

			

		

		
			
				ABOUT SUBLIME TEXT
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					Figure 2
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					Figure 3
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					Figure 4

				

			

		

		
			
				Now let's insert elements inside our webpage (Figure 5). Use "img" command to insert images into our webpage. "h1","h3", and "h4" tags you can use if you want to introduce text inside as a header of sections of the webpage.

			

		

		
			
				
					We typed structure of the web page at the picture above. Each webpage is structured with blocks. So we have block "header", where we have logo and text "Jane Smith" and "Front-end developer". Then in the next block, we have an image, which will be a background of that block and we will have the text "This is my website" and "HTML5, CSS3, and JavaScript". At the final block, we have three blocks, we named these blocks "about". Inside them, we will have three sections "My skills", "My hobbies", and "About myself". We named them "about" because these three sections have same properties.
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					Figure 5
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				1. As you have noticed, we didn't fill blocks "My hobbies" and "About myself". So insert into last two blocks with images and text.

				2. Type HTML code of the structure of the following webpage.
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				Styling a website(Part 1)

			

		

		
			
				 

				- apply CSS styling codes to a webpage

			

		

		
			
				
					 

					How can I make look of my webpage attractive?
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					You will
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				5.3

			

		

		
			
				Introduction to CSS

			

		

		
			
				CSS stands for Cascading Style Sheets. CSS describes how elements of the web page will be displayed in the web browser. You can adjust the layout, color, fonts properties, size of elements. HTML just explains which elements will be in your webpage, but CSS modify a design of your webpage. You can easily change one component or multiple components.

			

		

		
			
				CSS Syntax

			

		

		
			
				The selector points to the HTML element you want to style. 

				The declaration block contains one or more declarations separated by semicolons. Each declaration includes a CSS property name and a value, separated by a colon. A CSS declaration always ends with a semicolon, and declaration blocks are surrounded by curly braces. In the example picture #1, all <p> elements will be center-aligned, with a red color.

				There are three ways to add CSS script to your webpage:

				External style sheet;

				Internal style sheet;

				Inline style.

				External style sheet method is a most useful way of the most programmer. You should create an external CSS file, then provide a connection between the HTML and CSS file. Inside <head> block, apply following command.<link rel = "stylesheet" type = "text/css" href = "mystyle.css">. Instead of mystyle.css, you will write path to your own CSS file. 

				An internal style sheet may be used if one single page has a unique style.Internal styles are defined within the <style> element, inside the <head> section of an HTML page. As shown in the example in the picture #2.

				You can apply inline style method only for a single element of the webpage. You should apply style attribute to an element inside an HTML code. The example is shown in the picture #4. Following example applies color and margin to the text h1.

			

		

		
			
				Picture #1
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				Picture #2
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				1. How can we apply CSS style code to an HTML file?

				2. How to apply colors to text and background?

				3. Which color values we can use during applying colors to an HTML file?
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				In the previous examples, we have used a specific style to the one type of element. For example in the first example, we have applied a red color to all <p> components in our Web page. Now we will apply a red color to the text only with the class named center. Also, we will align this to the center.

				In the following example, we have two <p> elements. One we declared with name center. Second just text. 

				Now we will apply a red color and align to the center only the component named center.

				To select elements with a specific class, write a period (.) character, followed by the name of the class. Output see on the picture #4

			

		

		
			
				CSS Selector
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				Colors

			

		

		
			
				Colors are specified using predefined color names, or RGB, HEX, HSL, RGBA, HSLA values.

				In HTML, a color can be specified by using a color name:

			

		

		
			
				You can set the color of text. Output see on the picture #6
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				Picture #4. Some common names of color. HTML also supports 140 standart color names.

			

		

		
			
				You can set the background color for HTML elements. Output see on the picture #5
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				Picture #4

			

		

		
			
				Picture #5
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				Picture #6

			

		

		
			
				
					
						Same as color name "Tomato", but with the properties with RGB, HSL and HEX values. Output on the picture #7
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				Picture #7
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				Practice 1
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				Create an HTML file with <h1>, <h3> and <p> elements. Apply background color to whole document and text colors to elements of the HTML file. Apply them by external style, internal style sheet and inline style methods. All methods should exist.
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				Practice 2
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				Use the project that you have started on the previous lesson. Create an external CSS file and connect it to your HTML file. Apply colors to text and background color to your project.
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				Styling a website(Part 2)

			

		

		
			
				 

				- apply CSS styling codes to a webpage
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					You will

				

			

			
				
					[image: ]
				

				
					[image: ]
				

				
					[image: ]
				

			

		

		
			
				5.4

			

		

		
			
				Background

			

		

		
			
				On the last lesson, we have covered how to apply a background color to elements or to the whole web page. Now we will cover how to apply background image and what properties we have to adjust the picture's appearance.

				The "background-image" property specifies an image to use as the background of an element.

				By default, the image is repeated so it covers the entire element.

				The background image is shown on the picture #1, for a page can be set like this:

			

		

		
			
				Picture #1
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				Keep in mind

			

		

		
			
				When using a background image, use an image that does not disturb the text.

			

		

		
			
				By default, the "background-image" property repeats an image both horizontally and vertically.

				Some images should be repeated only horizontally or vertically, or they will look strange, like on picture #2.

				If the image above is repeated only horizontally (background-repeat: repeat-x;), the background will look better.

				To repeat an image vertically, set background-repeat: repeat-y.

				Showing the background image only once is also specified by the background-repeat property.

				In the example above, the background image is shown in the same place as the text. We want to change the position of the image, so that it does not disturb the text too much.

				The position of the image is specified by the background-position property.
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				Picture #2
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				Picture #3
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				Picture #4
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					1. How can we apply background image to an HTML file?

					2. How can we add borders to an element of an HTML file?

					3. Which border types do we have in CSS?
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					Literacy
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					Practice 1
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					Create an HTML file with <h1>, <h3> and <p> elements. Apply background image to the file. Apply borders with different styles to the elements.

				

			

		

		
			
				The CSS border properties allow you to specify the style, width, and color of an element's border.

				The border-style property specifies what kind of border to display.The following values are allowed:

				dotted - Defines a dotted border

				dashed - Defines a dashed border

				solid - Defines a solid border

				double - Defines a double border

				groove - Defines a 3D grooved border. The effect depends on the border-color value

				ridge - Defines a 3D ridged border. The effect depends on the border-color value

				inset - Defines a 3D inset border. The effect depends on the border-color value

				outset - Defines a 3D outset border. The effect depends on the border-color value

				none - Defines no border

				hidden - Defines a hidden border

				The border-style property can have from one to four values (for the top border, right border, bottom border, and the left border).

			

		

		
			
				Borders

			

		

		
			
				The border-color property is used to set the color of the four borders.

				The border-radius property is used to add rounded borders to an element:
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					Picture #5 Styles of border
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					Practice 2
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					Apply background image to your project. Also apply borders to some elements accroding your suitable design.
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				ALIGN ELEMENTS WITH CSS(Part 1)

			

		

		
			
				 

				- apply margin and padding to elements

				- apply height and width

			

		

		
			
				[image: ]
			

			
				
					You will
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				5.5

			

		

		
			
				Margins

			

		

		
			
				The CSS margin properties are used to create space around elements, outside of any defined borders. With CSS, you have full control over the margins. There are properties for setting the margin for each side of an element (top, right, bottom, left). CSS has properties for specifying the margin for each side of an element:

				margin-top

				margin-right

				margin-bottom

				margin-left

				All the margin properties can have the following values:

				auto - the browser calculates the margin

				length - specifies a margin in px, pt, cm, etc.

				% - specifies a margin in % of the width of the containing element

				inherit - specifies that the margin should be inherited from the parent element

				Tip: Negative values are allowed.

				The following example sets different margins for all four sides of a <p> element. Try this example by yourself.
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						How can we align element with CSS?
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				The auto Value

			

		

		
			
				You can set the margin property to auto to horizontally center the element within its container.

				The element will then take up the specified width, and the remaining space will be split equally between the left and right margins:
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					Practice 2
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					Create an HTML file with <h1>,<h3> and <p> elements.

					Align <h1> and <h3> element at the center, and apply to them height 100px and width 50%.

					To element <p> apply height 200px and width 400px.

					Also apply to element <p> padding from the top 30px and from the bottom 20px. 

					Apply background-image to the whole document.
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					Practice 3
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					Apply margin and padding properties to your project.

					Also adjust height and width to different elements.

				

			

		

		
			
				<!DOCTYPE html>

				<html>

				<head>

				<style>

				div {	border: 1px solid black;

				 margin-top: 100px;

				 margin-bottom: 100px;

				 margin-right: 150px;

				 margin-left: 80px;

				 background-color: lightblue; }

				</style>

				</head>

				<body>

				<h2>Using individual margin properties</h2>

				<div>This div element has a top margin of 100px, a right margin of 150px, a bottom margin of 100px, and a left margin of 80px.

				</div>

				</body>

				</html>

			

		

		
			
				<!DOCTYPE html>

				<html>

				<head>

				<style>
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					Practice 1
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					Create an HTML file with <h1>,<h3> and <p> elements.

					Apply different background color to each element.

					Apply: 

					25px margin to element <h1>;

					30px margin from the top and 45px margin from the left to element <h3>;

					40px padding to element <p>.
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				Padding

			

		

		
			
				The CSS padding properties are used to generate space around an element's content, inside of any defined borders.

				With CSS, you have full control over the padding. There are properties for setting the padding for each side of an element (top, right, bottom, and left).

			

		

		
			
				Like CSS Margin properties you can adjust CSS Padding options in the same way. By adjusting 2, 3 or 4 properties.
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					1. What's the difference between padding and margin?

					2. How to apply width and height to element?

					3. How to align different element at the center of the webpage?

					4. What're the advantages of the Box Model in the web programming?
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				Setting Height & Width

			

		

		
			
				The height and width properties are used to set the height and width of an element.

				The height and width can be set to auto (this is default. Means that the browser calculates the height and width), or be specified in length values, like px, cm, etc., or in percent (%) of the containing block.

				Try following example by yourself

			

		

		
			
				Box Model

			

		

		
			
				All HTML elements can be considered as boxes. In CSS, the term "box model" is used when talking about design and layout.

				The CSS box model is essentially a box that wraps around every HTML element. It consists of: margins, borders, padding, and the actual content. The Picture 1 illustrates the box model:

				Explanation of the different parts:

				Content - The content of the box, where text and images appear

				Padding - Clears an area around the content. The padding is transparent

				Border - A border that goes around the padding and content

				Margin - Clears an area outside the border. The margin is transparent.

				The box model allows us to add a border around elements, and to define space between elements.

			

		

		
			
				
					Picture 1 Illustrates parts of Box Model
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				<!DOCTYPE html>

				<html>

				<head>

				<style>

				div {	height: 200px;

					width: 50%;

					background-color: powderblue; }

				</style>

				</head>

				<body>

				<h2>Set the height and width of an element</h2>

				<div><p>This div element has a height of 200px and a width of 50%:</p></div>

				</body>

				</html>

			

		

		
			
				div {	width:300px; 

					margin: auto;

					border: 1px solid red; }

				</style>

				</head>

				<body>

				<h2>Use of margin:auto</h2>

				<div> This div will be horizontally centered because it has margin: auto; </div>

				</body>

				</html>
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					Keep in mind

				

			

		

		
			
				If the padding property has four values:

				padding: 25px 50px 75px 100px;

				top padding is 25px

				right padding is 50px

				bottom padding is 75px

				left padding is 100px
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					Keep in mind

				

			

		

		
			
				If the margin property has four values:

				margin: 25px 50px 75px 100px;

				top margin is 25px

				right margin is 50px

				bottom margin is 75px

				left margin is 100px

				If the margin property has three values:

				margin: 25px 50px 75px;

				top margin is 25px

				right and left margins are 50px

				bottom margin is 75px
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				Align elements with css(Part 2)

			

		

		
			
				 

				- apply float oprtions

				- align elements of the webpage 
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					You will
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				5.6
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					What's the float option in CSS?
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				Float

			

		

		
			
				The CSS float property specifies how an element should float. The CSS clear property specifies what elements can float beside the cleared element and on which side.

			

		

		
			
				The float property is used for positioning and layout on web pages. The float property can have one of the following values:

				left - The element floats to the left of its container

				right- The element floats to the right of its container

				none - The element does not float (will be displayed just where it occurs in the text). This is default

				inherit - The element inherits the float value of its parent

				In its simplest use, the float property can be used to wrap text around images. Try following example. Image should at the same place as an HTML file (Picture 2). Find some text about pineapple or something else.

			

		

		
			
				If an element is taller than the element containing it, and it is floated, it will "overflow" outside of its container (Picture 3).

				Try following example with overflow: auto option. Create an HTML file with text and image.
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					Practice 1
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					Create an HTML file with text and image. Apply left floar propertie to an image.

				

			

		

		
			
				The clearfix

			

		

		
			
				<!DOCTYPE html>

				<html>

				<head>

				<style>

				div {	border: 3px solid #4CAF50;

				 padding: 5px; }

			

		

		
			
				
					Picture 1 Illustrates left and right float
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				<!DOCTYPE html>

				<html>

				<head>

				<style>

				img { float: right; }

				</style>

				</head>

				<body>

				<p>In this example, the image will float to the right in the paragraph, and the text in the paragraph will wrap around the image.</p>

				<p><img src="pineapple.jpg" alt="Pineapple" style="width:170px;height:170px;margin-left:15px;">

				Some text about pineapple</p>

				</body>

				</html>

			

		

		
			
				
					Picture 2
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					The word "pineapple" in English was first recorded to describe the reproductive organs of conifer trees (now termed pine cones). 

				

			

		

		
			
				
					Picture 3 Illustrates result without cleafix option and clearfix option

				

			

			
				
					
						Without Clearfix

					

				

				
					
						With Clearfix
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							The word "pineapple" in English was first recorded to describe the reproductive organs of conifer trees...
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							The word "pineapple" in English was first recorded to describe the reproductive organs of conifer trees...
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				.img1 { float: right; }

				.clearfix { overflow: auto; }

				.img2 { float: right; }

				</style>

				</head>

				<body>

				<p>In this example, the image is taller than the element containing it, and it is floated, so it overflows outside of its container:</p>

				<div>

				<img class="img1" src="pineapple.jpg" alt="Pineapple" width="170" height="170">

				Some text about pineapple. Try to find some massive text about item</div>

				<p style="clear:right">Add a clearfix class with overflow: auto; to the containing element, to fix this problem:</p>

				<div class="clearfix">

				<img class="img2" src="pineapple.jpg" alt="Pineapple" width="170" height="170">

				Some text about pineapple. Try to find some massive text about item</div>

				</body>

				</html>

			

		

		
			
				Grid of Boxes / Equal Width Boxes

			

		

		
			
				With the float property, it is easy to float boxes of content side by side:

			

		

		
			
				Try this code by yourself:

			

		

		
			
				<!DOCTYPE html>

				<html>

				<head>

				<style>

				* { box-sizing: border-box; }

				.box {	float: left;

				 width: 33.33%;

				 padding: 50px; }

				</style>

				</head>

				<body>

				<h2>Grid of Boxes</h2>

				<p>Float boxes side by side:</p>

				<div class="clearfix">

				 <div class="box" style="background-color:#bbb">

				 <p>Some text inside the box.</p>

				 </div>

				  <div class="box" style="background-color:#ccc">

				 <p>Some text inside the box.</p>

				 </div>

				 <div class="box" style="background-color:#ddd">

				 <p>Some text inside the box.</p>

				 </div>

				</div>

				</body>

				</html>
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					Keep in mind

				

			

			
				
					What is box-sizing?

					You can easily create three floating boxes side by side. However, when you add something that enlarges the width of each box (e.g. padding or borders), the box will break.

					The box-sizing property allows us to include the padding and border in the box's total width (and height), making sure that the padding stays inside of the box and that it does not break.
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					1. Why programmers use float properties in CSS programming?

					2. What's the difference between float: left and float: right properties?

					3. How can we align some object in one line?
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						Literacy
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					Practice 2
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					Create an HTML file with 3 images. Align them in one line using float option. 
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					Practice 3
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					Use float properties to align objects in your project. Align about part from your project in one line
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				5.7

			

		

		
			
				Intro to JavaScript

			

		

		
			
				 

				- apply JavaScript to a web page;

				- use JavaScript functions and events.
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					You will
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				In this example, a JavaScript function is placed in the <body> section of an HTML page.

				The function is invoked (called) when a button is clicked:

			

		

		
			
				You can place any number of scripts in an HTML document.

				Scripts can be placed in the <body>, or in the <head> section of an HTML page, or in both.

			

		

		
			
				In this example, a JavaScript function is placed in the <head> section of an HTML page.

				The function is invoked (called) when a button is clicked:

			

		

		
			
				<!DOCTYPE html>

				<html>

				<head>

				<script>

				function myFunction() {

				document.getElementById("demo").innerHTML="Paragraph changed.";}

				</script>

				</head>

				<body>

				<h1>A Web Page</h1>

				<p id="demo">A Paragraph</p>

				<button type="button" onclick="myFunction()">Try it</button>

				</body>

				</html>

			

		

		
			
				JavaScript is one of the 3 languages all web developers must learn:

				HTML to define the content of web pages

				CSS to specify the layout of web pages

				JavaScript to program the behavior of web pages 

				This tutorial is about JavaScript, and how it works with HTML and CSS.

			

		

		
			
				A JavaScript function is a block of JavaScript code, that can be executed when "called" for.

				For example, a function can be called when an event occurs, like when the user clicks a button.

			

		

		
			
				<!DOCTYPE html>

				<html>

				<body>

				<h2>JavaScript in Body</h2>

				<p id="demo"></p>

				<script>

				document.getElementById("demo").innerHTML="My First JavaScript";

				</script>

				</body>

				</html> 

			

		

		
			
				Why Study JavaScript?

			

		

		
			
				JavaScript Functions and Events

			

		

		
			
				JavaScript in <body>

			

		

		
			
				JavaScript in <head> or <body>

			

		

		
			
				JavaScript in <head>
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				Before start 

				In all “try yourself” examples you can use notepad, sublime text, notepad++ or any other text editor. 

				The <script> Tag

				In HTML, JavaScript code must be inserted between <script> and </script> tags.
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				Keep in mind
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				Try it yourself. Create a file named “body.html” and type the code above. 

				Placing scripts at the bottom of the <body> element improves the display speed, because script compilation slows down the display.

			

		

		
			
				<!DOCTYPE html>

				<html>

				<body> 

				<h1>A Web Page</h1>

				<p id="demo">A Paragraph</p>

				<button type="button" onclick="myFunction()">Try it</button>

				<script>

				function myFunction() {

				document.getElementById("demo").innerHTML="Paragraph changed.";}

				</script>

				</body>

				</html>

			

		

		
			
				External scripts are practical when the same code is used in many different web pages. JavaScript files have the file extension .js.

				To use an external script, put the name of the script file in the src (source) attribute of a <script> tag:

			

		

		
			
				Scripts can also be placed in external files: External file: myScript.js

			

		

		
			
				function myFunction() {

				document.getElementById("demo").innerHTML="Paragraph changed.";}

			

		

		
			
				Placing scripts in external files has some advantages:

				It separates HTML and code

				It makes HTML and JavaScript easier to read and maintain

				Cached JavaScript files can speed up page loads

				To add several script files to one page - use several script tags:

			

		

		
			
				You can place an external script reference in <head> or <body> as you like.

				The script will behave as if it was located exactly where the <script> tag is located. External scripts cannot contain <script> tags.

			

		

		
			
				<!DOCTYPE html>

				<html>

				<body>

				<h2>External JavaScript</h2>

				<p id="demo">A Paragraph.</p>

				<button type="button" onclick="myFunction()">Try it</button>

				<p>(myFunction is stored in an external file called "myScript.js")</p>

				<script src="myScript.js"></script>

				</body>

				</html>

			

		

		
			
				<script src="myScript1.js"></script>

				<script src="myScript2.js"></script>

			

		

		
			
				External JavaScript

			

		

		
			
				External JavaScript Advantages

			

		

		
			
				Try it yourself. Create a file named “myScript.js” and type the code above. 
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					1. Inside which HTML element do we put the JavaScript?

					2. What is a file extension of JavaScript?
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						Literacy
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					Fact
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				JavaScript and Java are completely different languages, both in concept and design.

				JavaScript was invented by Brendan Eich in 1995, and became an ECMA standard in 1997.

				ECMA-262 is the official name of the standard. ECMAScript is the official name of the language.
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				5.8

			

		

		
			
				JavaScript Output & Variables

			

		

		
			
				 

				- use JavaScript output and statements;

				- use window alert in JavaScript;

				- use variables with JavaScript.
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					You will
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				JavaScript can "display" data in different ways:

				Writing into an HTML element, using innerHTML.

				Writing into the HTML output using document.write().

				Writing into an alert box, using window.alert().

				Writing into the browser console, using console.log().

			

		

		
			
				To access an HTML element, JavaScript can use the document.getElementById(id) method. The id attribute defines the HTML element. The innerHTML property defines the HTML content:

			

		

		
			
				For testing purposes, it is convenient to use document.write():

			

		

		
			
				<!DOCTYPE html>

				<html>

				<body>

				<h1>My First Web Page</h1>

				<p>My First Paragraph</p>

				<p id="demo"></p>

				<script>

				document.getElementById("demo").innerHTML = 5 + 6;

				</script>

				</body>

				</html>

			

		

		
			
				<body>

				<h1>My First Web Page</h1>

				<p>My first paragraph.</p>

				<script>

				document.write(5 + 6);

				</script>

				</body>

			

		

		
			
				Try it yourself. Using document.write() after an HTML document is fully loaded, will delete all existing HTML:

			

		

		
			
				<body>

				<h1>My First Web Page</h1>

				<p>My first paragraph.</p>

				<button type="button" onclick="document.write(5+6)">

				Try it</button>

				</body>

			

		

		
			
				JavaScript Output & Statements

			

		

		
			
				Using innerHTML

			

		

		
			
				Using document.write()

			

		

		
			
				Try it yourself. Changing the innerHTML property of an HTML element is a common way to display data in HTML.

			

		

		
			
				Try it yourself. The document.write() method should only be used for testing.

			

		

		
			
				You can use an alert box to display data:

			

		

		
			
				Using window.alert()

			

		

		
			
				<body>

				<h1>My First Web Page</h1>

				<p>My first paragraph.</p>

				<script>

				window.alert(5 + 6);

				</script>

				</body>
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				1. Explain the output methods in JavaScript.

				2. What is the statements in JavaScript?
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					Literacy
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				For debugging purposes, you can use the console.log() method to display data.

			

		

		
			
				A computer program is a list of "instructions" to be "executed" by a computer.

				In a programming language, these programming instructions are called statements.

				A JavaScript program is a list of programming statements.

				In HTML, JavaScript programs are executed by the web browser.

			

		

		
			
				JavaScript statements are composed of:

				Values, Operators, Expressions, Keywords, and Comments.

				This statement tells the browser to write "Hello Dolly." inside an HTML element with id="demo":

			

		

		
			
				<body>

				<script>

				console.log(5 + 6);

				</script>

				</body>

			

		

		
			
				<body>

				<h2>JavaScript Statements</h2>

				<p>A <b>JavaScript program</b> is a list of <b>statements</b> to be executed by a computer.</p>

				<p id="demo"></p>

				<script>

				var x, y, z; // Statement 1

				x = 5; // Statement 2

				y = 6; // Statement 3

				z = x + y; // Statement 4

				document.getElementById("demo").innerHTML = "The value of z is " + z + "."; 

				</script>

				</body>

			

		

		
			
				<body>

				<h2>JavaScript Statements</h2>

				<p>In HTML, JavaScript statements are executed by the browser.</p>

				<p id="demo"></p>

				<script>

				document.getElementById("demo").innerHTML = "Hello Dolly.";

				</script>

				</body>

			

		

		
			
				Using console.log()

			

		

		
			
				JavaScript Programs

			

		

		
			
				JavaScript Statements

			

		

		
			
				Most JavaScript programs contain many JavaScript statements.

				The statements are executed, one by one, in the same order as they are written.

				JavaScript programs (and JavaScript statements) are often called JavaScript code.
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				Keep in mind

			

		

		
			
				Semicolons ;

				Semicolons separate JavaScript statements.

				Add a semicolon at the end of each executable statement:

				var a,b,c; // Declare 3 variables

				a=5; // Assign the value 5 to a

				b=6; // Assign the value 6 to b

				c=a+b;

				// Assign the sum of a and b to c

				When separated by semicolons, multiple statements on one line are allowed:

				a = 5; b = 6; c = a + b;

				JavaScript White Space

				JavaScript ignores multiple spaces. You can add white space to your script to make it more readable.

				The following lines are equivalent:

				var person = "Hege";

				var person="Hege";

				A good practice is to put spaces around operators ( = + - * / ):

				var x = y + z;
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				5.9

			

		

		
			
				JavaScript assignment Operator & Data Type

			

		

		
			
				 

				- use assignment operator;

				- use different data types.
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					You will
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				JavaScript variables are containers for storing data values.

				In this example, x, y, and z, are variables:

				var x = 5;

				var y = 6;

				var z = x + y;

				From the example above, you can expect:

				x stores the value 5

				y stores the value 6

				z stores the value 11

			

		

		
			
				All JavaScript variables must be identified with unique names. These unique names are called identifiers. Identifiers can be short names (like x and y) or more descriptive names (age, sum, totalVolume).

				The general rules for constructing names for variables (unique identifiers) are:

					Names can contain letters, digits, underscores, and dollar signs.

					Names must begin with a letter

					Names can also begin with $ and _ (but we will not use it in this tutorial)

					Names are case sensitive (y and Y are different variables)

					Reserved words (like JavaScript keywords) cannot be used as names

				JavaScript identifiers are case-sensitive.

			

		

		
			
				In JavaScript, the equal sign (=) is an "assignment" operator, not an "equal to" operator. This is different from algebra. The following does not make sense in algebra: x = x + 5

				In JavaScript, however, it makes perfect sense: it assigns the value of x + 5 to x. (It calculates the value of x + 5 and puts the result into x. The value of x is incremented by 5.)

				The "equal to" operator is written like == in JavaScript.

			

		

		
			
				JavaScript variables can hold numbers like 100 and text values like "John Doe". In programming, text values are called text strings.

				JavaScript can handle many types of data, but for now, just think of numbers and strings. Strings are written inside double or single quotes. Numbers are written without quotes.

				If you put a number in quotes, it will be treated as a text string.

				var pi = 3.14;

				var person = "John Doe";

				var answer = 'Yes I am!';

			

		

		
			
				<body>

				<h2>JavaScript Variables</h2>

				<p>In this example, x, y, and z are variables.</p>

				<p id="demo"></p>

				<script>

				var x = 5;

				var y = 6;

				var z = x + y;

				document.getElementById("demo").innerHTML="The value of z is: "+z;

				</script>

				</body>

			

		

		
			
				JavaScript Syntax

			

		

		
			
				JavaScript Identifiers

			

		

		
			
				The Assignment Operator

			

		

		
			
				JavaScript Data Types
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				Creating a variable in JavaScript is called "declaring" a variable. You declare a JavaScript variable with the var keyword: var carName;

				After the declaration, the variable has no value. To assign a value to the variable, use the equal sign: carName = "Volvo";

				You can also assign a value to the variable when you declare it: var carName = "Volvo";

				In the example below, we create a variable called carName and assign the value "Volvo" to it.

				Then we "output" the value inside an HTML paragraph with id="demo":

			

		

		
			
				As with algebra, you can do arithmetic with JavaScript variables, using operators like = and +: var x = 5 + 2 + 3;

				You can also add strings, but strings will be concatenated:

				var x = "John" + " " + "Doe";

				If you put a number in quotes, the rest of the numbers will be treated as strings, and concatenated. var x = "5" + 2 + 3; The value of x if “523”.

			

		

		
			
				<body>

				<h2>JavaScript Variables</h2>

				<p>Create a variable, assign a value to it, and display it:</p>

				<p id="demo"></p>

				<script>

				var carName = "Volvo";

				document.getElementById("demo").innerHTML = carName;

				</script>

				</body>

			

		

		
			
				Declaring (Creating) JavaScript Variables

			

		

		
			
				JavaScript Arithmetic

			

		

		
			
				<body>

				<h2>JavaScript Variables</h2>

				<p>Strings are written with quotes.</p>

				<p>Numbers are written without quotes.</p>

				<p id="demo"></p>

				<script>

				var pi = 3.14;

				var person = "John Doe";

				var answer = 'Yes I am!';

				document.getElementById("demo").innerHTML =

				pi + "<br>" + person + "<br>" + answer;

				</script>

				</body>

			

		

		
			
				You can declare many variables in one statement. Start the statement with var and separate the variables by comma:

				var person = "John Doe", carName = "Volvo", price = 200;

				A declaration can span multiple lines: 

				var person = "John Doe",

				carName = "Volvo",

				price = 200;

			

		

		
			
				It's a good programming practice to declare all variables at the beginning of a script.

			

		

		
			
				One Statement, Many Variables
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					Create a variable called carName, assign the value "Volvo" to it, and display it.

				

			

			
				
					<!DOCTYPE html>

					<html>

					<body>

					<p id="demo"> Display the result here.</p> 

					<script>

					//Create the variable here

					</script>

					</body>

					</html>

				

			

			
				
					Practice 
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				5.10

			

		

		
			
				 JavaScript operators 

			

		

		
			
				 

				- use math operators in JavaScript;

				- use Strings in JavaScript.
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					You will
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				Assignment operators assign values to JavaScript variables. The addition assignment operator (+=) adds a value to a variable.

			

		

		
			
				var x = 10;

				x += 5;

			

		

		
			
				JavaScript variables can hold many data types: numbers, strings, objects and more:

				var length = 16; // Number

				var lastName = "Johnson"; // String

				var x = {firstName:"John", lastName:"Doe"};	// Object

			

		

		
			
				JavaScript has dynamic types. This means that the same variable can be used to hold different data types:

				var x; // Now x is undefined

				var x = 5; // Now x is a Number

				var x = "John"; // Now x is a String

			

		

		
			
				In programming, data types is an important concept. To be able to operate on variables, it is important to know something about the type Without data types, a computer cannot safely solve this:

				var x = 16 + "Volvo"; 

				Does it make any sense to add "Volvo" to sixteen? Will it produce an error or will it produce a result? JavaScript will treat the example above as:

				var x = "16" + "Volvo";

				When adding a number and a string, JavaScript will treat the number as a string. JavaScript evaluates expressions from left to right. Different sequences can produce different results (Picture 1):

				In the first example, JavaScript treats 16 and 4 as numbers, until it reaches "Volvo". In the second example, since the first operand is a string, all operands are treated as strings.

			

		

		
			
				JavaScript Assignment Operators

			

		

		
			
				Assignment

			

		

		
			
				JavaScript Data Types

			

		

		
			
				JavaScript Types are Dynamic

			

		

		
			
				The Concept of Data Types

			

		

		
			
				
					
						Operator

					

					
						Description

					

					
						+

					

					
						Addition

					

					
						-

					

					
						Subtraction

					

					
						*

					

					
						Multiplication

					

					
						/

					

					
						Division

					

					
						%

					

					
						Modulus (Remainder)

					

					
						++

					

					
						Increment

					

					
						--

					

					
						Decrement

					

				

			

			
				
					
						Operator

					

					
						Example

					

					
						Same As

					

					
						=

					

					
						x = y

					

					
						x = y

					

					
						+=

					

					
						x += y

					

					
						x = x + y

					

					
						-=

					

					
						x -= y

					

					
						x = x - y

					

					
						*=

					

					
						x *= y

					

					
						x = x * y

					

					
						/=

					

					
						x /= y

					

					
						x = x / y

					

					
						%=

					

					
						x %= y

					

					
						x = x % y

					

				

			

		

		
			
				<body>

				<h2>JavaScript Data Types</h2>

				<p>JavaScript has dynamic types. This means that the same variable can be used to hold different data types:</p>

				<p id="demo"></p>

				<script>

				var x;	// Now x is undefined

				x = 5;	// Now x is a Number

				x = "John";	// Now x is a String

				document.getElementById("demo").innerHTML = x;

				</script>

				</body>

			

		

		
			
				
					Example 1:

					var x=16+4+"Volvo";

					Result:

					20Volvo

					Example 2:

					var x="Volvo"+16+4;

					Result:

					Volvo164

				

			

			
				
					Picture 1
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				A string (or a text string) is a series of characters like "John Doe" Strings are written with quotes. You can use single or double quotes: 

				var carName = "Volvo XC60";	// Using double quotes

				var carName = 'Volvo XC60';	// Using single quotes

			

		

		
			
				JavaScript arrays are written with square brackets. Array items are separated by commas. The following code declares (creates) an array called cars, containing three items (car names):

				var cars = ["Saab", "Volvo", "BMW"];

				Array indexes are zero-based, which means the first item is [0], second is [1], and so on.

			

		

		
			
				Booleans can only have two values: true or false.

			

		

		
			
				JavaScript objects are written with curly braces. Object properties are written as name:value pairs, separated by commas.

				var person={firstName:"John",lastName:"Doe",age:50,eyeColor:"blue"}

				The object (person) in the example above has 4 properties: firstName, lastName, age, and eyeColor.

			

		

		
			
				JavaScript Strings

			

		

		
			
				JavaScript Arrays

			

		

		
			
				JavaScript Booleans

			

		

		
			
				JavaScript Objects

			

		

		
			
				<body>

				<h2>JavaScript Booleans</h2>

				<p>Booleans can have two values: true or false:</p>

				<p id="demo"></p>

				<script>

				var x = 5;

				var y = 5;

				var z = 6;

				document.getElementById("demo").innerHTML = (x == y) + "<br>" + (x == z);

				</script>

				</body>

			

		

		
			
				<body>

				<h2>JavaScript Arrays</h2>

				<p>Array indexes are zero-based, which means the first item is [0].</p>

				<p id="demo"></p>

				<script>

				var cars = ["Saab","Volvo","BMW"];

				document.getElementById("demo").innerHTML = cars[0];

				</script>

				</body>

			

		

		
			
				document.getElementById("demo").innerHTML="Hello Dolly!";

			

		

		
			
				For best readability, programmers often like to avoid code lines longer than 80 characters.

				If a JavaScript statement does not fit on one line, the best place to break it, is after an operator:

			

		

		
			
				JavaScript Line Length and Line Breaks

			

		

		
			
				[image: ]
			

			
				
					1. What is the function of operators in JavaScript?

					2. Explain how to use arrays in JavaScript?
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						Literacy
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					Keep in mind

				

			

			
				
					You can use quotes inside a string, as long as they don't match the quotes surrounding the string:

					var answer = "It's alright";

					// Single quote inside double quotes

					var answer = "He is called 'Johnny'";

					// Single quotes inside double quotes

					var answer = 'He is called "Johnny"';

					// Double quotes inside single quotes
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					Keep in mind

				

			

			
				
					JavaScript Numbers

					JavaScript has only one type of numbers. Numbers can be written with, or without decimals: 

					var x1 = 34.00;

					// Written with decimals

					var x2 = 34;

					// Written without decimals

					Extra large or extra small numbers can be written with scientific (exponential) notation:

					var y = 123e5; // 12300000

					var z = 123e-5; // 0.00123
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				5.11

			

		

		
			
				JavaScript Comparison and Logical Operators

			

		

		
			
				 

				- use conditional statement with JavaScript.
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					You will

				

			

			
				
					[image: ]
				

				
					[image: ]
				

				
					[image: ]
				

			

		

		
			
				Comparison and Logical operators are used to test for true or false.

				Comparison operators are used in logical statements to determine equality or difference between variables or values. 

				Given that x = 5, the table below explains the comparison operators:

			

		

		
			
				Conditional statements are used to perform different actions based on different conditions.

			

		

		
			
				JavaScript also contains a conditional operator that assigns a value to a variable based on some condition.

			

		

		
			
				Very often when you write code, you want to perform different actions for different decisions. You can use conditional statements in your code to do this. In JavaScript we have the following conditional statements:

				Use if to specify a block of code to be executed, if a specified condition is true

			

		

		
			
				If the variable age is a value below 18, the value of the variable voteable will be "Too young", otherwise the value of voteable will be "Old enough".

			

		

		
			
				JavaScript Comparison and Logical Operators

			

		

		
			
				JavaScript If...Else Statements

			

		

		
			
				Conditional (Ternary) Operator

			

		

		
			
				Conditional Statements

			

		

		
			
				Syntax

			

		

		
			
				
					Operator

				

				
					Description

				

				
					Comparing

				

				
					Returns

				

				
					==

				

				
					equal to

				

				
					x == 8

					x == 5

					x == "5"

				

				
					False

					True

					True

				

				
					===

				

				
					equal value and equal type

				

				
					x === 5

					x === "5"

				

				
					True

					False

				

				
					!=

				

				
					not equal

				

				
					x != 8

				

				
					True

				

				
					!==

				

				
					not equal value or 

					not equal type

				

				
					x !== 5

				

				
					False

				

				
					>

				

				
					greater than

				

				
					x > 8

				

				
					Flase

				

				
					<

				

				
					less than

				

				
					x < 8

				

				
					True

				

				
					>=

				

				
					greater than or 

					equal to

				

				
					x >= 8

				

				
					False

				

				
					<=

				

				
					less than or equal to

				

				
					x <= 8

				

				
					True

				

			

		

		
			
				variablename = (condition) ? value1:value2 

				var voteable = (age < 18) ? "Too young":"Old enough";

			

		

		
			
				<body>

				<p>Input your age and click the button:</p>

				<input id="age" value="18" />

				<button onclick="myFunction()">Try it</button>

				<p id="demo"></p>

				<script>

				function myFunction() {

				 var age, voteable;

				 age = document.getElementById("age").value;

				 voteable = (age < 18) ? "Too young":"Old enough";

				 document.getElementById("demo").innerHTML = voteable + 

				 " to vote.";

				}

				</script>

				</body>
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					How can comparision operators be used

					Comparison operators can be used in conditional statements to compare values and take action depending on the result:

					if(age<18) {

					 text="Too young"; }
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					Keep in mind
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				Use the if statement to specify a block of JavaScript code to be executed if a condition is true.

			

		

		
			
				Use else to specify a block of code to be executed, if the same condition is false

				Use else if to specify a new condition to test, if the first condition is false

				Use switch to specify many alternative blocks of code to be executed.

			

		

		
			
				Note that if is in lowercase letters. Uppercase letters (If or IF) will generate a JavaScript error.

				Make a "Good day" greeting if the time is less than 18:00:

			

		

		
			
				Use the else statement to specify a block of code to be executed if the condition is false.

			

		

		
			
				If the hour is less than 18, create a "Good day" greeting, otherwise "Good evening":

			

		

		
			
				The if Statement

			

		

		
			
				Syntax

			

		

		
			
				The else Statement
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				Practice
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				Use a conditional (ternary) operator for this exercise:

				If the variable firstName is equal to "John", the value of the variable result should be "Hello John!", otherwise the value of result should be "You're not John!".

				<body>

				First Name: <input type = "text" id = "fname" value = "John">

				<button onclick = "checkName()"> Check Name </button>

				<p id="demo"></p>

				<script>

				function checkName() {

				var firstName = document.getElementById("fname").value;

				var result = // add code here

				document.getElementById ("demo").innerHTML = result;

				}

				</script>

				</body>

			

		

		
			
				if (condition) {

				 block of code to be executed if the condition is true }

			

		

		
			
				if (hour < 18) { greeting = "Good day"; }

			

		

		
			
				if (condition) {

				 block of code to be executed if the condition is true } 

				else { 

				 block of code to be executed if the condition is false }

			

		

		
			
				if (hour < 18) { greeting = "Good day"; }

				else { greeting = "Good evening"; }

			

		

		
			
				<body>

				<p>Click the button to display a time-based greeting:</p>

				<button onclick="myFunction()">Try it</button>

				<p id="demo"></p>

				<script>

				function myFunction() {

				 var hour = new Date().getHours(); 

				 var greeting;

				 if (hour < 18) {

				 greeting = "Good day"; }

				 else {

				 greeting = "Good evening"; }

				 document.getElementById("demo").innerHTML = greeting; }

				</script>

				</body>

			

		

		
			
				<body>

				<p>Display "Good day!" if the hour is less than 18:00:</p>

				<p id="demo">Good Evening!</p>

				<script>

				if (new Date().getHours() < 18) {

				 document.getElementById("demo").innerHTML = "Good day!";}

				</script>

				</body>
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				5.12

			

		

		
			
				JavaScript Loops

			

		

		
			
				 

				- use loops with JavaScript.
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					You will

				

			

			
				
					[image: ]
				

				
					[image: ]
				

				
					[image: ]
				

			

		

		
			
				Loops can execute a block of code a number of times.

			

		

		
			
				Statement 1 is executed before the loop (the code block) starts.

				Statement 2 defines the condition for running the loop (the code block).

				Statement 3 is executed each time after the loop has been executed.

			

		

		
			
				The for loop is often the tool you will use when you want to create a loop. The for loop has the following syntax:

			

		

		
			
				JavaScript supports different kinds of loops:

				for - loops through a block of code a number of times

				for/in - loops through the properties of an object

				while - loops through a block of code while a specified condition is true

				do/while - also loops through a block of code while a specified condition is true

			

		

		
			
				Loops are handy, if you want to run the same code over and over again, each time with a different value. Often this is the case when working with arrays:

			

		

		
			
				From the example above, you can read:

				Statement 1 sets a variable before the loop starts (var i = 0).

				Statement 2 defines the condition for the loop to run (i must be less than 5).

				Statement 3 increases a value (i++) each time the code block in the loop has been executed.

			

		

		
			
				JavaScript For Loop

			

		

		
			
				The For Loop

			

		

		
			
				Different Kinds of Loops

			

		

		
			
				JavaScript Loops

			

		

		
			
				Instead of writing:

			

		

		
			
				You can write:

			

		

		
			
				text += cars[0] + "<br>"; 

				text += cars[1] + "<br>"; 

				text += cars[2] + "<br>"; 

				text += cars[3] + "<br>"; 

				text += cars[4] + "<br>"; 

				text += cars[5] + "<br>";

			

		

		
			
				<body>

				<h2>JavaScript Loops</h2>

				<p id="demo"></p>

				<script>

				var text = "";

				var i;

				for (i = 0; i < 5; i++) {

				 text += "The number is " + i + "<br>"; }

				document.getElementById("demo").innerHTML = text;

				</script>

				</body>

			

		

		
			
				for (i = 0; i < 5; i++) {

				 text += "The number is " + i + "<br>"; }

			

		

		
			
				for (i = 0; i < cars.length; i++) { 

				 text += cars[i] + "<br>"; }

			

		

		
			
				for (statement 1; statement 2; statement 3) {

				 code block to be executed }
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				The JavaScript for/in statement loops through the properties of an object:

			

		

		
			
				The For/In Loop

			

		

		
			
				The while loop loops through a block of code as long as a specified condition is true.

			

		

		
			
				In the following example, the code in the loop will run, over and over again, as long as a variable (i) is less than 10:

			

		

		
			
				The While Loop

			

		

		
			
				Syntax
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				Practice 2
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				Make the loop start counting from 5. Count up to (including) 50, and count only every fifth number.

				<body>

				<p id="demo"></p>

				<script>

				var i;

				for(i=0;i<10;i++){

				document.

				getElementById("demo").

				innerHTML+=i+"<br>";

				}

				</script>

				</body>
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					Practice 1
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					Make the loop start counting from 5 instead of 0 and ends with 10 instead of 9:

					<body>

					<p id="demo"></p>

					<script>

					var i;

					for (i = 0; i < 10; i++) {

					 document.getElementById("demo").innerHTML += i+"<br>";}

					</script>

					</body>
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					Practice 3
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					Inside the for loop: 

					Set the counter variable (i) to 0. 

					Run the loop as long as i is less than the length of the food array. 

					Increment i by 1.

					<body>

					<p id="demo"></p>

					<script>

					var text="";

					var food=["Pizza",

					"Beans", "Tacos",

					"Fish", "Chicken"];

					var i;

					for(){

					 text += "I love " +food[i]+"<br>";}

					document.

					getElementById("demo").

					innerHTML = text;

					</script>

					</body>
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				<body>

				<h2>JavaScript Loops</h2>

				<p>The for/in statement loops through the properties of an object.</p>

				<p id="demo"></p>

				<script>

				var txt = "";

				var person = {fname:"John", lname:"Doe", age:25}; 

				var x;

				for (x in person) { txt += person[x] + " "; }

				document.getElementById("demo").innerHTML = txt;

				</script>

				</body>

			

		

		
			
				while (condition) { code block to be executed }

			

		

		
			
				<while (i < 10) { text += "The number is " + i;

					i++; }

			

		

		
			
				<body>

				<h2>JavaScript while</h2>

				<p id="demo"></p>

				<script>

				var text = ""; var i = 0;

				while (i < 10) { text += "<br>The number is " + i;

				 i++; }

				document.getElementById("demo").innerHTML = text;

				</script>

				</body>

			

		

		
			
				var person = {fname:"John", lname:"Doe", age:25}; 

				var text = "";

				var x;

				for (x in person) { text += person[x]; }
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				CHECK YOURSELF
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				1. What does HTML stand for?

				a. Hyper Text Markup Language

				b. Hyperlinks and Text Markup 

				 Language

				c. Home Tool Markup Language

				2. What is the correct sequence of HTML tags for starting a webpage?

				a. Head, Title, HTML

				b. Title, Head, HTML

				c. HTML, Head, Title

				3. What is the correct HTML tag for inserting a line break?

				a. Br

				b. Break

				c. Lb

				4. Which HTML tag is used to define an internal style sheet?

				 a. <style>

				 b. <css>

				 c. <script>

				5. Which is the correct CSS syntax?

				 a. body {color: black}

				 b. {body;color:black}

				 c. {body:color=black(body}

				 d. body:color=black

				6. How do you insert a comment in a CSS file?

				 a. // this is a comment //

				 b. /* this is a comment */

				 c. ‘ this is a comment

				 d. // this is a comment

				7. Where in an HTML document is the correct place to refer to an external style sheet?

				 a. At the end of the document

				 b. In the <head> section

				 c. In the <body> section

				8. Choose the correct HTML tag to make text bold?

				 a. Bold

				 b. B

				 c. Bld

			

		

		
			
				9. What is the correct HTML for creating a hyperlink? (note: where you see a big space, that is where a bracket should be)

				10. Inside which HTML element do we put the JavaScript?

				 a. <javascript>

				 b. <script>

				 c. <scripting>

				 d. <js>

				11. How do you write "Hello World" in an alert box?

				 a. alertBox("Hello World");

				 b. msgBox("Hello World");

				 c. msg("Hello World");

				 d. alert("Hello World");

				12. How do you create a function in JavaScript?

				 a. function:myFunction()

				 b. function myFunction()

				 c. function = myFunction()

				13. How to write an IF statement in JavaScript?

				 a. if (i == 5)

				 b. if i = 5 then

				 c. if i = 5

				 d. if i == 5 then

				14. How does a WHILE loop start?

				 a. while i = 1 to 10

				 b. while (i <= 10)

				 c. while (i <= 10; i++)

				15. How does a FOR loop start?

				 a. for (i <= 5; i++)

				 b. for i = 1 to 5

				 c. for (i = 0; i <= 5; i++)

				 d. for (i = 0; i <= 5)
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